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1 Introduction

1.1 Background

Current Laboratory process in New Zealand

The core laboratory testing process consists of: 

· Health practitioners creating test orders and referring them to laboratories; 

· Laboratories carrying out tests on samples; and 

· Laboratories recording and reporting results to health practitioners. 

Additionally, test data and payment claims are sent by laboratories to HealthPAC and recorded in a data warehouse. 

Laboratories and most health practitioners operate a variety of IT systems. Order forms and test results are transmitted as HL7 Version 2.1 structured content messages and PDF files through the health network.

Current Laboratory IT environment in New Zealand

Ordering, reporting and recording diagnostic tests in New Zealand are generally a mix of manual and disparate computer system processes.
Transmitting test results to general practitioners (GPs) and hospital health practitioners is generally well supported by electronic processes, but other practitioners such as midwives experience delays on getting results. Placing an order is generally a manual task and has to be transcribed from paper forms into laboratory systems, increasing the risk of data errors.

There is little automated quality control to help practitioners select tests on a ‘right first time’ basis which increases delays to both patients and practitioners, including laboratories.

The disparate computer systems used within the sector hold information in different formats and repositories. This, together with limitations around the way records are transferred between systems, means that fields in patient records are generally not updated automatically in real-time. Therefore it does not provide sufficient shared information between different health practitioners, as there are no means of having easy and immediate access to previous and recent tests for patient’s orders, incomplete patient laboratory test histories, and limited opportunities for sharing laboratory test and results information between primary and secondary care practitioners.
1.2 Problem Statement

The current process for ordering lab tests utilises manual processes at several key steps. This in turn causes problems with the timeliness, accuracy and appropriateness of the tests ordered. The ordering healthcare practitioner has no visibility of whether the lab test has been completed or not. There is no accessible data repository, so healthcare practitioners cannot view lab test results ordered by other healthcare providers. This can lead to duplicate or repeat sets of tests being undertaken.
These issues waste time and resources and militate against an end-to-end process capable of improving efficiency and patient care.

1.3 Future Model

The 2005 Health Information Strategy for New Zealand (HIS-NZ) identified 12 Action Zone initiatives for the health and disability sector as areas where effort should be focused over the next three to five years to make better decisions about how to improve the quality and availability of health information, including building blocks that need to be in place to create a more effective and efficient working solutions.
The action zone 5 – ‘eLabs’ work stream consists of a group of clinicians and other users/business representatives who will develop a long term vision for eLabs within the context of an integrated and interoperable electronic laboratory health system in New Zealand, whereby the model is one in which all laboratory related information is stored, transmitted and accessed electronically.  This means that health practitioners and laboratory staff having access to network enabled IT systems, requires introduction of consistent standards, process and supporting systems.
1.4 Purpose 
The purpose of the solution architecture document is to:

· Demonstrate the business requirements are well understood

· Provide a logical decomposition of the requirements into the architecturally significant categories, highlighting key decisions made and the resulting implications

· Highlight risks and significant items that will need to be factored into producing the project deliverables

· Provide guidance to the detailed designers on how the solution is to be constructed

The architectural process is iterative and therefore the resulting solution architecture document will evolve as the project passes through each phase of the project life cycle.
1.5 Scope

This document provides a description of the logical architecture required to address the identified vision for the electronic ordering of tests, the transmission of results and the availability of completed test results to authorised healthcare practitioners.. This document:
· Defines key architectural principles

· Identifies candidate standards and frameworks 

· Describes the key features of the solution

· Define the proposed business requirements and produce a logical architecture to support the business requirements to assist the scope of the proof of concept (PoC)
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Figure 1 High Level Project Structure and Document Map diagram – Action Zone 5 eLabs
1.6 Out of Scope

The following items are excluded from the document:
· Detail design of the solution

· Documented standards
· Definition of the scope for Proof of Concept implementations.
1.7 Assumptions

The project architecture assumptions are:

· Where available MoH will:

· Provide strategic architecture guidelines regarding the adoption of standards.
· Provide security guidelines for the business requirements.
· Integration is required with the following:

· National patient identification systems
· National collection and registry systems
· National practitioner identification systems
· Test result data warehousing and business intelligence reporting functionality will need to be provided.
· A clinical decision support functionality will need to be provided.
· This architecture will be a candidate for adoption via a HISO approval process.

· The Project will align the MoH and HISAC strategic direction

· It will utilise Current IT Standards (These are listed in Appendix 2)

· Where applicable it will utilise existing frameworks such as IHE.
1.8 Timelines and Dependencies

The follow are indicative timelines and dependent milestones:
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Figure 2 Indicative timelines diagram – Action Zone 5 eLabs
1.9 Audience

The following table identifies the audience of this document:

	Audience
	Description

	Business Stakeholder
	High-level understanding.

Provide non-technical audience with a broad understanding of the solution’s architecture.

	Enterprise Architecture
	Architecture alignment

To ensure alignment with Enterprise Architectures and standards

	Project Team
	Project Planning

To support ongoing project planning

	Architectural Steam Peer Reviewers 
	Peer socialisation and review

To understand the context of the activity and solution being proposed in order to provide objective feedback through the peer review processes

	Security, Risk & Compliance
	Risk Management

To ensure the architecture addresses risk and compliance issues.

	Detailed Designers
	Next phase handover

A handover document to guide and constrain the detailed designers work.


1.10 Definitions

Definitions in this document:
	Acronym  
	Means

	BCP
	Business Continuity Planning

	BRD
	Business Requirements Document

	MOH or MoH
	Ministry of Health

	SOA
	Service Oriented Architecture

	GP
	General Practitioner

	HISAC
	Health Information Strategy Action Committee

	HIS-NZ
	Health Information Strategy New Zealand

	eLabs
	Electronic Laboratories

	IHE
	Integrating the Healthcare Enterprise

	PMS
	Patient Management System

	CIS
	Clinical Information System

	LIS
	Lab Information System

	XML
	Extensible Markup Language

	HL7
	Health Level Seven

	DBMS
	Database Management System

	NHI
	National Health Index

	HPI
	Health Practitioner Index

	PoC
	Proof of concept.


1.11 Open Issues
Open Issues with 

	Section
	Issue
	Expectation

	2
	Business and Clinical workstream have not completed the Business Requirements and processes for use cases document to gather the prioritised requirements for the PoC
	Waiting on project to complete BRD and signed off by the business or add to the use cases within this document.

	3
	Only one purposed Architecture 
	Ensure that the entire architectural stream agrees if this would be the best architecture and only purpose this option


2 Business Requirements Analysis

2.1 Project Vision

The project vision is to provide a diagnostic laboratory test ordering and reporting information which is easily accessible and shared on a secure and timely basis

2.2 Project Strategy

The project strategy is to provide a standards based electronic systems that enable all appropriate health practitioners, laboratories and patients, to appropriately and securely access order laboratory tests, monitor the associated process and securely access and share diagnostic laboratory test information

2.3 Anticipated Changes in Environment

The following table highlights the high-level changes in the environment
	Changes
	Description

	System-based ‘building blocks’
	The infrastructure system ‘building blocks’ for eLabs are: 

• Some form of workflow mechanism capable of interfacing with existing PMS/CISs and LISs in order to action and monitor all transactions 

• Network and messaging technology to facilitate XML/HL7-like transfer of data records. (Specific data fields must be held within messages so that they can be used to populate corresponding fields in PMS/CISs and LISs) 

• A ‘logical’ data store capable of storing current and historical data in a state-of-the-art DBMS 

• Report-generating tools to access and format data extracted from the ‘logical’ repository. 



	Practitioners’ IT systems
	Modifications to PMS/CISs will be needed in order to: 

• Incorporate a clinical decision support module capable of applying agreed clinical guidelines and advising the practitioner on appropriate tests 

• Apply a standardised on-line schedule for test ordering 

• Access centralised NHI and HPI files via serving mechanisms
 

• Transmit electronic orders that either: 

· Identify the laboratory that will perform the tests, or 

· Print a bar coded paper order that will allow another laboratory to ‘pick’ the electronic order when contacted by a patient 

• Receive standardised results records 

• Review results and the status of tests in the repository and 

• (At the practitioner’s discretion) receive and display lists of test orders that haven’t been actioned after a certain period. 



	Modifications to laboratory information systems
	Systems will need to be modified to: 

• Scan a repository and pick up test orders destined for the specific laboratory and/or 

• Store incoming test orders in a ‘post box’ and/or 

• Scan a bar-coded test order (or enter data manually as a fallback) to select orders from a repository or ‘post office’. 

The systems will also need to: 

• Retrieve NHI and HPI details 

• Apply a national test codes standard and 

• Output results messages to GP and funding systems via a repository, using coding standards. 



	Modifications to claims processing
	Modifications to claims processing systems will be needed to update rules for Private Care tests and incorporate the use of the HPI in laboratory claims.

	NZCR and NCS systems
	The eLabs project team should liaise with the NSU to assess whether these systems will need modification.

	User Training
	The eLabs project team should liaise with the clinical stream to assess whether extensive training material is required or workshops to assist in facilitation of business process change(s)


2.4 Standards / Architecture / Frameworks

Refer to Appendix 2: Current Standards, Architecture and Frameworks that could be adopted and/or reuse components from the listed standards, architectures and frameworks into the e-labs design.
2.5 Functional Requirements

2.5.1 Use Case-1a Health Care Provider Ordering (Online)
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Figure 3 High Level Use Case-1a Diagram – Health Care Provider ordering (Online)
Actors
	Actor
	Description

	Patient
	Patient –a person that requires medical consultation  

	Health Care Practitioner

	Health Care Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	PMS
	Patient Management System for Health Care providers business requirements

	Repository
	Repository of information for clinical needs

	Collection Centre

	Collection Centre system for Collection business requirements

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 

	
	


Use Case Description

	Use Case
	Description

	Health Care Provider ordering (Online)
	Patient visit Health Care Provider, while Health Care Practitioner consults and decides to place a laboratory order through the PMS system. The PMS provides decision support via the Repository and elab system online. Health Care Practitioner confirms to print order once decision is made.
The order electronically sends details via the eLab System to the Collection Centre system while relevant information is stored in the Repository and the eLabs system handles the auditing/tracking/scheduling and status of the order

	PMS 
	The PMS repository is automatically updated required updated information from the eLab system, Repository and Collection Centre for updated decision support, order and order status.


2.5.2 Use Case-1b Health Care Provider Ordering (Offline)
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Figure 4 High Level Use Case-1b Diagram – Health Care Provider ordering (Offline)
Actors
	Actor
	Description

	Patient
	Patient –a person that requires medical consultation  

	Health Care Practitioner
	Health Care Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	PMS
	Patient Management System for Health Care providers business requirements

	Repository
	Repository of information for clinical needs

	Collection Centre
	Collection Centre system for Collection business requirements

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 


Use Case Description

	Use Case
	Description

	Health Care Provider ordering (Offline)
	Patient visit Health Care Provider, while Health Care Partitioner consults and decides to place a laboratory order through the PMS system. The PMS provides local decision support. Health Care Practitioner confirms to print order once decision is made.

Once Health Care Practitioner or an automated task to send the order online. The order electronically sends details to the eLab system which passes information to the Collection Centre system while relevant information is stored in the Repository and the eLabs system handles the auditing/tracking/scheduling and status of the order

	PMS 
	The PMS repository with required updated information from the eLab system, Repository and Collection Centre for updated decision support, order and order status


2.5.3 Use Case-1c Health Care Provider Ordering (No PMS)
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Figure 5 High Level Use Case-1c Diagram – Health Care Provider ordering (No PMS)

Actors
	Actor
	Description

	Patient
	Patient –a person that requires medical consultation  

	Health Care Practitioner
	Health Care Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	Repository
	Repository of information for clinical needs

	Collection Centre
	Collection Centre system for Collection business requirements

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 


Use Case Description

	Use Case
	Description

	Health Care Provider ordering (No PMS)

	Patient visit Health Care Provider, while Health Care Partitioner consults and decides to place a laboratory order online through the eLab System. The eLab System provides decision support. Health Care Practitioner confirms to print order once decision is made and the order electronically sends details to the eLab system which sends the details to the Collection Centre system while relevant information is stored in the Repository and the eLabs system handles the auditing/tracking/scheduling and status of the order


2.5.4 Use Case-2a Collection Centre Specimen (Online)
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Figure 6 High Level Use Case-2 Diagram – Collection Centre Specimen
Actors
	Actor
	Description

	Patient
	Patient – a person that requires medical consultation  

	Collection Practitioner
	Collection Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	Collection Centre
	Collection Centre system for Collection business requirements

	Repository
	Repository of information for clinical needs

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 


Use Case Description

	Use Case
	Description

	Collection Centre Specimen
	Patient visit Collection Practitioner with order form, Collection Practitioner scans patients order form via 2D Barcode scanner. Scanned order form matches details with Collection Centre system and/or input/amend patient details based on printed form provided and prints out label for Collection Practitioner to take specimen samples from Patient. Collection Partitioner consults and retrieve specimen from patient. Collection Practitioner updates relevant information on the Collection Centre system. Specimen transported to Laboratory.  The eLab System sends relevant information from the Collection Centre system to the Repository and updates the Laboratory system. The eLabs system handles the auditing/tracking/scheduling and status of the order

	
	


2.5.5 Use Case-2b Collection Centre Specimen (Offline)
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Figure 7 High Level Use Case-2b Diagram – Collection Centre Specimen
Actors
	Actor
	Description

	Patient
	Patient – a person that requires medical consultation  

	Collection Practitioner
	Collection Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	Collection Centre
	Collection Centre system for Collection business requirements

	Repository
	Repository of information for clinical needs

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 


Use Case Description

	Use Case
	Description

	Collection Centre Specimen
	Patient visit Collection Practitioner with order form, Collection Practitioner prints out label for Collection Practitioner to take specimen samples from Patient. Collection Partitioner consults and retrieve specimen from patient. Collection Practitioner updates relevant information on the Collection Centre system. Specimen transported to Laboratory. 

	
	


2.5.6 Use Case-3 Laboratory Examination 
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Figure 8 High Level Use Case-3 Diagram – Laboratory Examination
Actors
	Actor
	Description

	Laboratory Practitioner
	Laboratory Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	Laboratory
	Collection Centre system for Collection business requirements

	Repository
	Repository of information for clinical needs

	PMS
	Patient Management System for Health Care providers business requirements

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 


Use Case Description

	Use Case
	Description

	Laboratory examination
	Laboratory Practitioner receives the specimen and scans the barcode order form attached to the specimen, if barcode can not be read, then Laboratory practitioner enters in barcode unique number. Performs examination and updates Laboratory system. Laboratory system automatically pass information to the eLab system which stores relevant information in the Repository and sends results to the requestor or the requestor requested PMS location. The eLabs system handles the auditing/tracking/scheduling and status of the order

	
	


2.5.7 Use Case-4 Health Care Provider results 
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Figure 9 High Level Use Case-4 Diagram – Health Care Provider results
Actors
	Actor
	Description

	eLab system
	System to collaboration, interoperate and integrate to and from PMS, Repositories and Collection centre systems 

	PMS
	Patient Management System for Health Care providers business requirements

	Health Care Practitioner
	Health Care Practitioner employed or a contractor managed by the clinic according to existing policies, procedures and rules – generally these are GPs, Nurses, registered practitioners that are authorised to perform the clinical practice

	Patient
	Patient –a person that requires medical consultation  

	
	


Use Case Description

	Use Case
	Description

	Health Care provider Results
	Health Care Practitioner receives the laboratory results electronically through the PMS or selected means from the order form request (eg, Online, faxed, emailed, etc…). The eLab system delivers the laboratory results to Health Care Practitioner to analyse and informs Patient of diagnostic

	
	


2.6 Information Requirements

Message content will comply with New Zealand Pathology Observation Code Sets(Orders and Results) Information Business Process HISO 10004
2.7 Interface Requirements

· Existing Systems

· Systems will be required to be able to connect with each other.

· Connections will likely be episodic, especially between primary care systems and order management systems, with long periods without connection.

· Message Routing

· Messages will be required to be able to be routed between sending and receiving systems.

· When the receiving system is not connected the message will need to be stored until it is able to be delivered.

· Should the message not be delivered within an optionally specifiable time period the sending system is to be notified of this issue.

· The order management system will log all messages sent though it and will log time of receipt from the ordering system and time of delivery to the receiving system or alternative outcome of the message (such as it being deleted).

· Transactional Considerations

· The capability to confirm receipt of the message by the receiving system back to the sending system is required.
· Once a message has been delivered it should be deleted from the order management capability.

· Unavailability of Service / Functionality

· Systems need to be able to continue to function if they are unable to connect to each other. 

· Where a system is unable to establish a connection this situation needs to generate an error message for its user.

· Messages will still be created and will be stored in the sending system until connection can be established.

· Where a message is sent and the receiving system is unable to connect the message will be stored in the order management system until it can be delivered.

· Messages may have an optional parameter of an expiry date and those that are undelivered by the expiry dates the order management system will delete them.

· Workflow Management

· The order management capability will not have knowledge of business processes.
· Because of the alternate process flows for ordering lab tests, not all messages may go through the order management capability in the expected sequence.

2.8 Data Requirements

· There is a requirement long term storage of an agreed data set of the lab test results in the repository. This will facilitate information sharing across Healthcare providers and potentially act as a data source for population health analysis.

· The Labs may chose to store data on lab test results. They may also chose to store additional information such as billing and cost information that is not provided to the repository.

· The Order Management Capability will not store any information about message payloads. Once the message has been confirmed as delivered the message data will be deleted from the order management system.

2.9 Non-Functional Requirements

Non-Functional Requirements represents the qualities or constraints the business service must operate within for it to be considered acceptable. 
2.9.1 Usability

	Type
	Description
	Applicable
	Priority

	Human Factors (User Interface - UI)
	Business processes should be consistent with system(s) UI where applicable. 
	Yes
	Mandatory

	Aesthetics
	First impression of the user experience of using the system
	Yes
	Optional

	Online and Context Sensitive Help
	Help menu to assist usability of the system and support demo
	Yes
	Mandatory

	Wizards and Agents
	Wizards to assist in decision on selecting specimen types 
	Yes
	Optional

	User Documentation
	Paper base user manual
	No
	Optional

	Training Material
	How to use the system training material
	Yes
	Mandatory


2.9.2 Reliability

	Type
	Description
	Applicable
	Priority

	Availability
	24 x 7 Hours of operation
	Yes
	Mandatory

	Availability
	99.5% Availability during Hours of Operation
	Yes
	Mandatory

	Disaster Recovery Planning
	System to continue to function in a event of failure
	Yes
	Optional

	Business Continuity Planning
	Processes to continue clinical services in a event of a system failure
	Yes
	Mandatory

	Accuracy
	Accuracy of information
	Yes
	Mandatory

	Error Categorisation & Tolerance
	System ability to respond with meaningful description in an event of error
	Yes
	Mandatory


2.9.3 Performance

	Type
	Description
	Applicable
	Priority

	Expected Volumes
	Approx 21 Million+ laboratory tests per annum
	Yes
	Mandatory

	Response Times
	Responsive performance while Health Care Provider consulting patients
	Yes
	Mandatory

	Service Life
	System to be supported for the next 3-5years with minor refreshes
	Yes
	Optional

	Throughput
	21,000+ patients per day – 90,000+ laboratory tests per day
	Yes
	Mandatory

	Capacity
	System to be scalable based on economy of scale
	Yes
	Mandatory

	Degradation Modes
	Severe, Impacted, High, Medium, Low
	No
	Optional

	Location
	National and regional
	Yes
	Mandatory


2.9.4 Supportability

	Type
	Description
	Applicable 
	Priority

	Testability
	Ability to test in different environments
	Yes
	Mandatory

	Extensibility
	Able to be extended
	Yes
	Optional

	Adaptable
	Able to adapt to different environments/systems
	Yes
	Mandatory

	Maintainability
	System must be ease of maintenance
	Yes
	Optional

	Compatibility
	Able to run on existing systems with minimal or no changes
	Yes
	Optional

	Configurability
	Ease of configuration changes with appropriate credentials 
	Yes
	Option

	Serviceability
	Able to provide long services and ease of service
	Yes
	Optional

	Userability (Installation)
	Ease of installation or none
	Yes
	Mandatory

	Localised 
	System to be supported locally
	Yes
	Optional

	Centralised
	System to be able to be supported centrally
	Yes
	Mandatory

	Decentralised
	System to be support from decentralised environments
	Yes
	Optional


2.10 Security Requirements

Testsafe Security framework – Shayne Hunter
2.11 Privacy framework
Privacy and security of health information in the health and Disability Sector is important for the following reasons: 

· Most health information is collected in a situation of confidence and trust, often in the context of a health professional/patient relationship. Maintaining this confidence and trust is critical. 

· Health information is sensitive and needs to be protected. 

· Health information may be required by the health agency and by other providers treating the individual, long after it has ceased to be needed for the original episode of care and treatment. Ensuring that health information is available only on a need-to-know basis is therefore important. 

· The ability to exchange high quality health information in a safe and secure manner between e-Labs partners in health care processes is vital for a health system focused on achieving improved health outcomes. 

The implementation of privacy and security protection measures is an important factor for electronic transactions, referral, decision support, status, and result solutions. 

The implementation of privacy and security protection measures shall be based on the Health Information Privacy Code 1994 and SNZ HB 8169:2002 Health Network Code of Practice (or any policy that builds on or replaces this). 

3 Architectural Overview

This section provides a high level overview of the solution being proposed for the Action Zone 5- eLabs Project.  This is deliberately brief and will be elaborated upon within the Functional design and Deployment design sections with the next phase of the project
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Figure 10 Conceptual Logical Architecture Diagram

The e-lab system provides the following key elements of the clinical services
· Patient Care – this logical grouping provides primary and secondary patient care and is responsible for initiating laboratory orders using IT systems. On submitting these orders, Lab Confirmation and Lab Results are received electronically to facilitate patient care. 

· Business Process – represents the unique business processes by Patient Care Providers that are used in conjunction with IT systems  

· GP Systems – IT computer systems used by GPs to place a Lab Order and receive Lab Confirmation and Results 

· WWW – Lab Orders placed via the Internet 

· Ordering Services – IT services based upon MoH message and communication standards, which transact the business process of placing Lab Orders and receiving Lab Confirmations and Results.

· Governance and Support – this logical grouping provides the authorisation and control of the Lab Ordering process. It is responsible for storing a common area of results and all business rules validation, with appropriate security 

· Business Process – represents the common business processes required to transact Lab Orders, Lab Confirmations/Acknowledgements and Lab Results between Patient Care Providers and Laboratories 

· Support Repository Systems – IT systems that provide common repositories for storing Lab Results and information for validation/authorisation 

· Support Business Rule Systems – IT Systems that are configured to support common business rules for Patient Care Providers and Laboratories  to process Lab Ordering electronically 

· Support Services - IT services based upon MoH message and communication standards, which govern the business process of Lab Ordering.

· Laboratories – this logical grouping represents the Laboratories who receive orders to undertake specimen testing and the return of the test results 

· Business Process – represents the unique processes required to undertake testing and result compilation of received Lab Orders 

· Lab Systems – the numerous IT systems that are used by different laboratories to facilitate Lab Order  processing 

· Specimen Collection - : systems used in assisting the handling of specimens 

· Lab Services - IT services based upon MoH message and communication standards, which transact the business processes of receiving Lab Orders and returning Lab Confirmations and Lab Results.

· Other Health Facilities – this logical grouping represents other/future collaborating Health Organisations 

· Business Process – represents the unique processes required of the individual organisation that provide health facilities 

· Facilities Systems – unique IT systems that are used by different health organisations 

· Facilities Services – different Health Organisation IT services based upon MoH message and communication standards, that transact health sector business processes. 

· Communications Services – provides networks and products that provide connectivity to collaborating Health Sector Organisations. These services will transport the E-labs inbound and outbound standard messages and provide integration and interoperability. 
The services and systems are IT implementations, comprising individual applications, operating through a series of technical and interoperability standards that allow simple connectivity throughout the health sector. Further detail of these implementations will be provided in the detail design document which will be addressed in the next phases of this project. 
Standards and compliance areas to be investigated are
	Standards area
	Proposal to review

	Web services
	Use NEHTA and or National Screening Unit standards.

	Messaging
	Use Radiology and Pathology Messaging Standards

	Repository privacy Framework
	Either Reuse TestSafe or develop new HISO candidate standard

	Repository Data Structure
	Either Reuse TestSafe or develop new HISO candidate standard

	Repository security
	Either Reuse TestSafe or develop new HISO candidate standard

	Web security
	Use NEHTA and or National Screening Unit standards

	DR capabilities
	Either Reuse MoH or DHBs standards or develop HISO candidate standard

	BCP capabilities
	Either Reuse MoH or DHBs standards or develop HISO candidate standard

	3rd party support / monitoring
	Either Reuse MoH or DHBs standards or develop HISO candidate standard


3.1 In Scope

The following design elements are within the scope of this Solution Architecture document:
· Provision of integrated ordering systems and electronic return of results
· Lab test results of patients will be available to health practitioners and health workers, within privacy rules

· Clinical decision support guidelines will be integrated into the lab test ordering process (provide guidelines)
· Results will be available for reporting and analysis
3.2 Out of Scope

· Repository upload of specific test results or statistic to national collections for consolidated analysis
· Repository make the results available to registered users of a health portal

· Access to results by individual patients

· NHI and HBI integration
· Support model for 3rd party access  
3.3 Key Principles

The project has identified these key principles, they are:
· Interoperability and integration – ensuring that existing and new system(s) have a flexible integration between systems proposed for the solution

· Reusable and reliable – information will need to be reusable, consistent and secure.  Accuracy of information is vital
· Scalable – system must be scalable and modular to handle economy of scale
· Usability – system must be ease of use for both the user and administrator
3.4 Architectural Decisions

In addition to the information gathered during the workshops, there are many other issues in deciding an eLabs system or a model that should be considered. Table 1 highlights some of these that are appropriate to explore during the decision-making process.
	Factors in deciding a eLabs system/model

	Development characteristics

· In-house development vs “Out of box” (Turnkey)
· Proprietary vs open source systems

· Vendor stability and reputation

· Local technical expertise and staff/contributor skills
	Usability (staff and end-user)
· User interface and ease of use

· Order, result, search, browse, access features

· Status, Reporting and statistics needs

· Support of archival business requirements

· Changing orders

· Demand and decision support



	Content type characteristics

· File formats supported

· Metadata supported

· Code supported

· Data model support

· Legacy data requirements

· Messaging requirements

· Security requirements
	eLabs system infrastructure
· Operation system, existing hardware and software requirements

· Compatibility with existing systems and scalability

· Interoperability, integration and support for standards

· Communication capabilities

· Repositories (shared and non-shared)

	Sustainability
· Preservation and data management functionality

· Resources needed for deployment and maintenance

· Local technical expertise and staff/contributor skills
	Health policies, guidelines, standards and practices
· Authentication, security and authorisation

· Community characteristics

· Messaging

· Codes and schedules

· Information sharing
· Legal



Table 1 - Some consideration for decision making process 

3.4.1 Decision Option 1
The Service Oriented Architecture proposed in this option is based on five main elements. The first four are key elements to the system

· Ordering services

· Lab Services

· Support Services

· Integration / Interoperability Standards (Communication Services)
· Facilities Services

Information between these services would be exchanged via web services and message payloads based upon key strategic principles, facilitating standard methods of integration and interoperability.

Therefore a combination of systems and interfaces that comprise the services will allow messages/information to be passed between authorised users, systems and organisations in a common operational process.

The following diagram summarises the decision architecture option 1:
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Figure 11 - Logical Key Services Elements Diagram

	 Type
	Modular Services
	Subject Area
	Logical architecture options

	Date
	10/08/2007
	Made By
	Mark Edwards and Toby Elliott. Mark presented high level concept to group

	Project Phase
	Conceptual
	System Impacted
	· PMS

· LIS 

· CIS

· Existing Support Services

	Architectural Decision
	Adopting a SOA approach provides flexibility in technology implementation, allowing services to be hosted centrally or locally for consumption by the different organisations in the health sector.
Integrated and interoperability interface mechanisms will be based on web services and HL7 payload messages, based upon the IHE Technical Laboratory Framework. 
Connectivity will be based upon a standards based common connector approach, utilising existing networks.

	Problem Statement
	· Information is fragmented between different health providers

· The solution components are not well integrated
· Standards are not widely adopted

	Motivation

	To provide health sector commonality in transacting the ordering of laboratory services and retrieval of laboratory results electronically, health providers and laboratories will require a universal set of IT services. These services are required to implement a common method of transacting business processes based upon acceptable health sector standards.     

	Assumptions

	· All services can be integrated into one system or separated individually in its own system.
· Message design will be based on IHE Framework

· Web message payload will be based HL7 standards

· Message data will be based HISO standards 

· Data repository/privacy framework/security  for results will utilise TestSafe 

	Alternative 1 Considered
	Support Services can be hosted as a central implementation, allowing all lab ordering and result viewing to be centrally managed with automated workflow management. 

PMS, LIS and CIS systems would connect to these Support Services via a standard mechanism, minimising bespoke development of interfaces/integration of existing applications.  

WWW services would also be hosted centrally to facilitate internet based ordering by health care providers.

	
	Implications
	Existing applications will need enhancement to connect to the Central Support Services via a new interface using common connector software.  

	Alternative 2 Considered
	Distributed hosting of support services

	
	Implications
	High operational complexity to manage

	Related Decisions
	Hosting Support Services as a single implementation using common connectivity software will reduce development activities and operational investment. 

All services can either be hosted by existing applications and/or centrally, allowing flexibility for existing applications to implement common interoperability.


3.4.2 Decision Option n for Architectural stream to suggest?

	Type
	
	Subject Area
	

	Date
	
	Made By
	

	Project Phase
	
	System Impacted
	

	Architectural Decision
	

	Problem Statement
	

	Motivation

	

	Assumptions

	

	Alternative 1 Considered
	

	
	Implications
	

	Alternative n Considered
	

	
	Implications
	

	Related Decisions
	


3.5 Future Reuse Technologies
	Technology
	Description
	Future Reuse Opportunities

	Messaging
	Industry standards based
	Facilitate easy communication between other health sector organisations


3.6 Reused Components/ Patterns
	Technology
	Description

	Web Services
	Provides an implementation of SOA approach

	Workflow
	Human workflow management to manage business transactions based upon business rules

	Connectors
	Common software implementing connection between organisations and systems


3.7  Conceptual Physical Model
This section provides a conceptual physical model that can support the e-Labs logical architecture.  This is deliberately at a high level as the definition of support services and deployment/implementation scenarios needs to be approved and sanctioned. Also, functionality that provides message code data synchronisation and other Health systems integration has not been detailed as the e-Labs PoC function scope definition has not been defined.
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 Figure 12 – Conceptual Physical Model
In the above model, it is proposed that Support Services and the Connection Hub would be hosted centrally from an MoH perspective, leveraging the infrastructure already established for the NASC Socrates Project. All lab results will be stored in a TestSafe repository which must comply with latest MoH Privacy Framework guidelines/standards.

Connection Adapters would be hosted by Patient Care and Laboratory system and have capability to store the lab test results in a repository, which must comply with latest MoH Privacy Framework guidelines/standards 

To develop this model further to understand message and data formats, together with existing systems integration, it is recommended that a funded exercise be undertaken to facilitate e-Labs PoC budget investment activities.  

4 Implementation options

This section is included for discussion of alternate implementation models Examples that could be expanded on include
A simplified representation of the architecture is:
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4.1 Lab provision of order management capability

In this model the lab provides the order management capability and all ordering systems connect to their order management capability via web services. This can be expressed as:
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In this model the lab environment will manage the connections of all the ordering systems with the 

4.2 Intermediary provision of order management capability

In this case an independent organisation provides the order management capability and manages the communications between the lab systems and the ordering systems on behalf of both groups.
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In this model the order management capability manages the delivery of communications between the ordering system and the lab system. This may include maintaining a directory of both ordering systems and lab systems facilitating mesh network communications between all parties connected to the order management capability.

The order management capability may well have client components installed adjacent to the lab system and the ordering system.

4.3 Primary and Secondary Care integration of results
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A secondary care setting has its own ordering systems and lab systems integrated in its own IT environment. The orders for tests and the results would be uploaded to the shared repository by the web services interface. They would then be available for the primary care physicians to view. Secondary care settings could also use the results of lab tests ordered in primary or community care.

The interfaces between the applications inside the secondary care setting do not need to be web services, but the interface to the repository should follow the agreed architectural design.

5 Next Step

Following are the high-level next steps once the Architectural overview is signed off by the committee. 

· Business Unit Requirements signed off

· Funding exercise

· Detail design with: 

· Project Design Plan

· PoC

· End Goal

· Functional Design

· Information Design

· Physical Design

· Project Development Plan

· Operational 

· Project Implementation Plan

· PoC Implementation

· Update required documentation

· PoC Signoff

Continue with the project processes following the stand project management methodology
6 Appendices
6.1 Appendix 1: Environment
6.1.1 Existing Environment

Currently, ordering, reporting and recording diagnostic laboratory tests in New Zealand are generally a mix of manual and computer-supported processes. Transmitting test results to general practitioners and hospital clinicians is generally well supported by electronic processes, but other practitioners, such as midwives, experience delays in getting results. Typically for laboratory tests ordered and reported on in the community:

· A health practitioner will assess the patient and may order laboratory tests
· The health practitioner prepares a laboratory test request form, usually electronically, prints it and gives it to the patient
· The health practitioner may take a sample which is sent directly to the laboratory
· If the sample has not already been taken the patient takes the laboratory test request form to a laboratory collection centre
· The laboratory nurse or technician, in the case of a blood test, collects the blood samples from the patient
· The laboratory nurse or technician re-enters information from the request form as part of the transaction record in the laboratory’s own information system and the sample is transferred to the laboratory for analysis
· When the analysis is complete, the test results are sent electronically by the HealthLink system to the practice management system of the ordering health practitioner and integrated into the patient’s electronic notes
· The laboratory creates a record of all laboratory tests completed and sends a record of subsidised tests to HealthPAC for payment
· The records sent to HealthPAC are consolidated into a national repository, these are kept for planning and funding decisions in a laboratory data warehouse.

The weaknesses with the current situation are:

· Information is fragmented between different health providers:

· By not having easy and immediate access to previous and recent tests for patients ordered by other clinicians, health practitioners frequently repeat tests at additional cost and introducing further delay
· Incomplete patient laboratory test histories, at point of care, may result in health practitioners making decisions without being able to consider relevant factual information
· Limited opportunities for sharing laboratory test and result information between primary and secondary care providers can be a barrier to managing patient care in a fully coordinated fashion
· A significant amount of information about individuals’ laboratory test results exists in the electronic health records held locally by general practices and laboratories and in the claim information provided to HealthPAC, but it is not structured or accessible for clinical purposes.
· The solution components are not well integrated

· There is a lack of effective authentication for diagnostic laboratory test requests. Laboratory nurses and technicians cannot be assured that they are undertaking legitimate tests requested by legitimate health practitioners
· There are opportunities for transcription errors in end-to-end processes such as during the re-entry by the laboratory of data from paper laboratory test requests
· There are currently few approved, integrated, electronic clinical decision-support systems related to laboratory test ordering, available for health practitioners. This limits the opportunities to support best-practice clinical care
· Patients may not receive the medical treatment they need if they misplace their laboratory test request form before they get to the laboratory collection centre.
· Standards are not widely adopted
· There is potential to improve the efficiency of clinical and business processes so that quality processes are not thwarted by fragmented manual and computerised processes. By reducing administration and compliance costs the sector can be more efficient and achieve better health outcomes
· Standardised laboratory code sets and improved communication standards have yet to be implemented. The lack of a common language acts as a barrier to sharing information electronically between different systems and health providers
· There is no common, complete, accurate, comparable and timely electronic laboratory test schedule or catalogue to support eLabs and the sharing of laboratory test information.
· There is little agreement about the provision of consolidated reporting and research

· There is a lack of agreement between providers, health practitioners and patients about the need for clinical data repositories at local, regional, or national levels
· The limited systems available for reporting laboratory test information for clinical quality, population health, and funding purposes limits the ability to target resources to those most at need, and this reduces the potential for getting the best health outcomes from finite health resources
There is a need for pharmaceutical processes to systematically support issues around patient health benefit entitlement. Patient entitlement processes should be equitable and not introduce barriers to the delivery of care when the patient is entitled to care.
6.2 Appendix 2: Current Standards, Architectures and Frameworks
· Logical Observation Identifiers, Names and Codes (LOINC)

· The purpose of the LOINC® database is to facilitate the exchange and pooling of results, such as blood hemoglobin, serum potassium, or vital signs, for clinical care, outcomes management, and research. Currently, most laboratories and other diagnostic services use HL7 to send their results electronically from their reporting systems to their care systems. However, most laboratories and other diagnostic care services identify tests in these messages by means of their internal and idiosyncratic code values. Thus, the care system cannot fully "understand" and properly file the results they receive unless they either adopt the producer's laboratory codes (which is impossible if they receive results from multiple sources), or invest in the work to map each result producer's code system to their internal code system. LOINC codes are universal identifiers for laboratory and other clinical observations that solve this problem.

· Health Level Seven (HL7)

· Health Level Seven is one of several American National Standards Institute (ANSI) -accredited Standards Developing Organizations (SDOs) operating in the healthcare arena. Most SDOs produce standards (sometimes called specifications or protocols) for a particular healthcare domain such as pharmacy, medical devices, imaging or insurance (claims processing) transactions. Health Level Seven’s domain is clinical and administrative data.

· Internet Engineering Task Force (IETF)

· The Internet Engineering Task Force (IETF) is a large open international community of network designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet. The mission of the IETF is to produce high quality, relevant technical and engineering documents that influence the way people design, use, and manage the Internet in such a way as to make the Internet work better.  These documents include protocol standards, best current practices, and informational documents of various kinds.
· International Organisation for Standardisation (ISO)

· ISO is an international body of technical standards for various industries. The precise guidelines of ISO provide a long-term economic benefit for businesses that chose to implement them.  While the ISO defines itself as a non-governmental organisation (NGO), its ability to set standards that often become law, either through treaties or national standards, makes it more powerful than most NGOs. In practice, the ISO acts as a consortium with strong links to governments.
· Clinical and Laboratory Standards Institute (CLSI)

· The Clinical and Laboratory Standards Institute (CLSI) is a global, non-profit, standards-developing organization that promotes the development and use of voluntary consensus standards and guidelines within the healthcare community. CLSI are recognised worldwide for the application of our unique consensus process.   CLSI is based on the principle that consensus is an efficient and cost-effective way to improve patient testing and services.

· Organisation for the Advancement of Structured Information Standards (OASIS)

· OASIS is a not for profit consortium that drives the development, convergence and adoption of open standards for the global information society. The consortium produces more Web services standards than any other organisations along with standards for security, e-business and standardisation efforts in the public section and for application specific markets.
· World Wind Web Consortium (W3C)

· The World Wide Web Consortium (W3C) develops interoperable technologies (specifications, guidelines, software, and tools) to lead the Web to its full potential. W3C is a forum for information, commerce, communication, and collective understanding.
· American Society for Testing and Materials (ASTM)
· ASTM International is one of the largest voluntary standards development organisations in the world-a trusted source for technical standards for materials, products, systems, and services. Known for their high technical quality and market relevancy, ASTM International standards have an important role in the information infrastructure that guides design, manufacturing and trade in the global economy. 
ASTM International, originally known as the American Society for Testing and Materials (ASTM), was formed over a century ago, when a forward-thinking group of engineers and scientists got together to address frequent rail breaks in the burgeoning railroad industry. Their work led to standardization on the steel used in rail construction, ultimately improving railroad safety for the public. As the century progressed and new industrial, governmental and environmental developments created new standardization requirements, ASTM answered the call with consensus standards that have made products and services safer, better and more cost-effective. The proud tradition and forward vision that started in 1898 is still the hallmark of ASTM International.

Today, ASTM continues to play a leadership role in addressing the standardization needs of the global marketplace. Known for its best in class practices for standards development and delivery, ASTM is at the forefront in the use of innovative technology to help its members do standards development work, while also increasing the accessibility of ASTM International standards to the world.

ASTM continues to be the standards forum of choice of a diverse range of industries that come together under the ASTM umbrella to solve standardization challenges. In recent years, stakeholders involved in issues ranging from safety in recreational aviation, to fibre optic cable installations in underground utilities, to homeland security, have come together under ASTM to set consensus standards for their industries.

Standards developed at ASTM are the work of over 30,000 ASTM members. These technical experts represent producers, users, consumers, government and academia from over 120 countries. Participation in ASTM International is open to all with a material interest, anywhere in the world.
· European Committee for Standardisation (CEN)
· CEN, the European Committee for Standardisation, was founded in 1961 by the national standards bodies in the European Economic Community and EFTA countries.

Now CEN is contributing to the objectives of the European Union and European Economic Area with voluntary technical standards which promote free trade, the safety of workers and consumers, interoperability of networks, environmental protection, exploitation of research and development programmes, and public procurement.

CEN is a non-profit making technical organisation set up under Belgian law.

· Frameworks / Architectures / Systems

· IHE Technical Laboratory Framework

· The IHE Laboratory Technical Committee has published the IHE Laboratory Technical Framework, rev. 2.0, for Trial Implementation in the 2008 Connectathon cycle. It includes the following Lab Profiles: Laboratory Testing Workflow (LTW), Laboratory Device Automation (LDA), Laboratory Point Of Care Testing (LPOCT), Laboratory Code Set Distribution (LCSD), Laboratory Specimen Barcode Labelling (LBL) and Sharing Laboratory Reports (XD-LAB).
· Hospital Information System (HIS)

· A hospital information system (HIS), variously also called clinical information system (CIS) is a comprehensive, integrated information system designed to manage the administrative, financial and clinical aspects of a hospital. This encompasses paper-based information processing as well as data processing machines. As an area of medical informatics the aim of an HIS is to achieve the best possible support of patient care and administration by electronic data processing.  It can be composed of one or a few software components with specialty-specific extensions as well as of a large variety of sub-systems in medical specialties (e.g. Laboratory Information System, Radiology Information System).  CISs are sometimes separated from HISs in that the former concentrate on patient-related and clinical-state-related data (electronic patient record) whereas the latter keeps track of administrative issues. The distinction is not always clear and there is contradictory evidence against a consistent use of both terms.

· Electronic Patient Record (EPR)/Electronic Health Record(EHR)

· An electronic patient record (EPR) refers to an individual patient's health record in digital format. An electronic patient record system co-ordinates storage and retrieval of patient clinical and administrative data for the use of health professionals in a clinical setting. EPRs are usually accessed on a computer, often over a network. The patient data maybe centrally stored or can being sourced from multiple locations. A variety of types of healthcare-related information may be stored and accessed in this way.

· Multiple terms have been used to define electronic patient record systems with overlapping definitions. Both electronic health record (EHR) and electronic patient record (EPR) have gained widespread use. The term EHR is usually accepted to refer to a global concept of electronic patient data used across multiple health organisations while an EPR is a more discrete localised record within a single health organisation.
· Laboratory Information System (LIS)

· A lab information system (LIS), is a class of software which handles receiving, processing and storing information generated by medical laboratory processes. These systems often must interface with instruments and other information systems such as hospital information systems (HIS). An LIS is a highly configurable application which is customised to facilitate a wide variety of laboratory workflow models. Deciding on an LIS vendor is a major undertaking for all labs. Vendor selection, typically takes months of research and planning. Installation takes from a few months to a few years depending on the complexity of the organisation. There are as many variations of LISs as there types of lab work. Some vendors offer a full service solution capable of handling a large hospital lab's needs, others specialize in specific modules. Disciplines of laboratory science supported by LIS' include haematology, chemistry, immunology, blood bank (Donor and Transfusion Management), surgical pathology, anatomical pathology, flow cytometry and microbiology.
· Laboratory Automatic System (LAS)

· Laboratory Automation System (LAS) is a term used to describe a wide range of systems involved in the automation of testing and specimen handling within a Laboratory.  These systems are generally modular and are run within an individual clinical laboratory as opposed to Total Laboratory Automation (TLA) systems which operate on a larger scale within and between clinical laboratories.  The LAS exist between the LIS and the clinical laboratory and are composed of instrument interfaces, bar-coding subsystems, transport and aliquoting mechanism and may also include specimen storage and retrieval capabilities.  As well as the specimen handling and instrument interface capabilities, the LAS helps eliminate the use of paper within the laboratory by providing an electronic record of instrument readings and detailed instrument visuals to connected workstations.
· Service Oriented Architecture (SOA) Approach
· SOA is an information technology approach or strategy in which applications make use of and/or rely on services available in a network such as the web services. Implementing a SOA can involve developing applications that use services, making applications available as services so that other applications can use those services, or both. 

A service provides a specific function, typically a business function, in this case it will be clinical function, such as analysing an individual's laboratory history or processing an laboratory test order. A service can provide a single discrete function, such as providing a laboratory test history, or it can perform a set of related clinical functions, such as handling the various operations in a Laboratory system. Services that perform a related set of business/clinical functions, as opposed to a single function, are said to be "coarse grained". Multiple services can be used together in a coordinated way. The aggregated, or composite, service can be used to satisfy a more complex business requirement. In fact, one way of looking at an SOA is as an approach to connecting applications (exposed as services) so that they can communicate with (and take advantage of) each other. In other words, a SOA is a way of sharing functions (typically business/clinical functions) in a widespread and flexible way. 

· Practitioners Information systems

· Practitioners use a variety of systems, including PMSs in GP surgeries and Clinical Information Systems (CIS) in hospitals. A minority of GPs have no IT system. Therefore consideration on usability, supportability and interoperability may need to be factored in the overall solution.

� Feedback from the business may amend the requirements specified


� This assumes that practitioners’ systems can update patients’ NHI details (EG address changes).


� IHE Technical Laboratory Framework definition is “Order Placer” - � HYPERLINK "http://www.ihe.net/Technical_Framework/index.cfm" \l "laboratory" \o "http://www.ihe.net/Technical_Framework/index.cfm#laboratory" �http://www.ihe.net/Technical_Framework/index.cfm#laboratory�


� IHE Technical Laboratory Framework definition is “Order Filler” – Note: the Collection Centre could also be a “order Placer” to update order request


� Health Care Provider does not have a PMS system or wishes to work remotely
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