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Connected Health Industry Forum 

Standards Working Group

Date: 

Tuesday August 12th   

Time:  
10.00 am – 12.00 pm 
Venue:
Portland Hotel 

24 Hawkestone Street 

Wellington

Attendees

	Organisation
	Name

	Connected Health
	Gavin Strang

Mikel Huth
Joseph Powell

	Health IT Cluster
	John Tailby

	TelstraClear
	Darren Bowling

	Gen-i
	Stephen Miller
Mike Lott

Tony Lennon

	Microsoft
	Paul Claxton

Mike Taylor

	Healthlink
	Tom Bowden


Apologies

	Organisation
	Name

	Connected Health
	Peter Shepherd

	HISAC
	Steve Martin

	TelstraClear
	Steve Carline

	Smartlinx3
	David Haynes

	Amtel
	Jonathan Taylor

	Telecom Wholesale
	Gerard Linstrom

	Kordia
	Regan Hughes

Steven Oatley

	FX Networks
	Jamie Baddeley


Agenda

1. Introduction and summary of progress

2. Discuss and agree UNI specification metrics

3. Decide and agree on suitable Standards for UNI 0-5 

4. Prepare UNI 0-5 products for certification process 

5. Discuss NNI specifications for Connected Health products.

6. Next Standards working group meetings.

Topics Discussed

Background 
· Mikel summarised the outputs from the last working group meeting.
Firewall and encryption options
· Murray Milner described the options for physical and virtual firewalls.
· Options of fire walling health traffic between all participants and the desire to specify requirements rather than solutions so as to not impose limits on the compliant technology types.

· Gen-i reiterated that they have virtual firewall services available which deliver equivalent services to physical firewalls. 

· It was also discussed that the encryption parameters for the UNI specifications needed to be amended. The agreements are noted below.
HISAC Authentication and Security Framework
· It was noted that this document was available for public comment and it could have an impact on the Connected Health UNI specifications.
· It was noted that the scope of the framework was broad and included requirements for all health information to be encrypted when transmitted between entities. While the document appears focussed on data traffic, Voice calls and Video conferencing are potentially covered by the authentication and security framework. It is unclear whether health information transferred over voice and video conferencing systems are covered but the ASF documents. The answers must come from the EAC on ASF

Agreed by working group:

· The UNI standards will only define the desired outcomes, not how to achieve them

· A change of attributes in UNI document is necessary to clarify where the encryption of data will happen.
· To provide feedback as Forum to EAC on ASF standards to clarify requirements on encryption and decision on firewall types

· All feedback will be sent to HITC by 29/08/08

· Another working group will be called before 08/09/08 to confirm feedback to EAC

· That UNI-2 devices are fire walled independent from devices

· That UNI-2 devices must have device certificates

· That Connected Health must go down right to the application level to determine if application needs encryption and set standards for application encryption

· That Connected Health should clearly define and communicate what network-service decoupling means and how it can be offered (as package) to end users

Agreed by working group to change UNI specification / attributes:

UNI 0,1,3,4,5

· Add Encryption scope – Minimum / Preferred: Device (optional) – Network (mandatory) – Application (optional)

· Apply mandatory and optional choices to Encryption scope
· Access security: remove

· Access Encryption: remove

UNI 2

· Add Encryption scope – Minimum / Preferred: Device (Device certificate) – Network (optional) – Application (optional)

· Apply mandatory and optional choices to Encryption scope
· Add note One encryption method is mandatory, choice of network encryption or application encryption
· Access security: remove

· Access Encryption: remove

Next steps

	Send updated UNI document to HITC for publishing
	Mikel Huth
	15/08/08

	Participants review documents and feedback on attributes specifications 
	All
	29/08/08

	Provide feedback to HITC on ASF standards from EAC
	All
	29/08/08

	Arrange  fourth session with participants 
	HITC
	04/09/08


Next meeting

The Next Meeting is scheduled for September the 4th.

