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1 Introduction

The Connected Health (CH) Architectural Framework describes the role of and need for Network-to-Network
Interfaces (NNIs). This document expands on the design principles in the Architectural Framework and
details the technical specifications for NNI-1 and NNI-2.

The specification defines a set of minimum characteristics for each of the interfaces in the framework.
These specifications will form the baseline requirements for the definition of a set of standardised CH
certified interconnection products. These are intended to be used by the CH Industry Forum to finalise the
product standards to be used by Telecommunication providers for developing their own specific certified CH
product sets.

Target Audience

This technical specification is intended to be read by organisations that are looking to provide certified
telecommunications services in the CH environment. The document is also intended to be read by the CH
management organisation and to inform their policy and procedure development around Accreditation of
Telecommunication Service Provider organisations and Certification of products and solutions.

NNI Specifications Draft V1.0 Final Page 3 of 24



MINISTRY OF Connected Health
HEALTH

NNI Specifications

2 Points of Interconnect

The CH network will initially deliver three Points of Interconnect (POI). The POI provides “meet me”
functionality for the Telecommunication Service Providers (TSPs). The POI will be installed in Auckland,
Wellington and Christchurch in locations that provide the greatest practical access to the widest selection
of potential providers and enable the implementation of the NNI-1 performance requirements.

The POI's will be owned by CH and will consist of at least the following.
Dedicated and secure cabinet.
Fibre and cable management
Gigabit Ethernet switch
Router or route server supporting BGP

QoS measurement equipment.

Due to the size of the network, switching and routing functionality may be combined into one device.

The decision on the location of demarcation points has not yet been made. Preference will be given to
locations that are centrally located relative to all service providers facilities and are accessible to
metropolitan “dark fibre” based service offerings.

3 Interface Specifications

CH network services will be able to be provided by multiple Telecommunication Service Providers (TSPs).
In order to supply seamless IP connectivity for CH consumers and providers, some level of TSP network
interconnectivity domains, or interconnection points are required. These points are required for both for the
public internet network traffic, and CH private IP traffic. Establishing CH accredited interconnection points
will ensure that a level playing field is provided for all potential CH TSPs and will enable the widest access
to telecommunications products for CH service providers and members. Some IP domains are
interconnected and this interconnection might be achieved by interconnection links which traverse
interconnection points.

3.1 Requirements

To support the CH architecture the minimum requirements for these interconnectivity domains or peering
points are as follows:

NNI Specifications Draft V1.0 Final Page 4 of 24
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Table-1: Basic NNI definition

Private IP 1Gbps, Layer-2 (Layer 3 aware) or Layer 3 connectivity.
Interconnection TSP’s must support BGP peering for IPv4* unicast and
(NNI-1) multicast.

Support 802.1p and DSCP markings.

TSP’s must connect, or arrange transport to connect to
each of the POI. There are three initial locations, one
each within the cities of Auckland, Wellington and
Christchurch. Further locations may be added as
demand requires.

Transport between interconnects must not be delivered
using a public IP network.

TSP’s must advertise only CH registered addresses into
the CH network over the NNI-1.

TSP’s must accept all Health IT network addresses
exposed over the NNI-1.

Private IP 100Mbps, Layer-2 (Layer 3 aware) or Layer 3
Interconnection connectivity.
(NNI-1a) Supports regional or limited reach TSPs, who are unable

or unwilling to connect to all POI.

Redundant layer 3 connectivity must support BGP
peering for IPv4 unicast and multicast.

Single or redundant layer 2 connectivity may support
static routing.

Transport between interconnects must not be delivered
using a public IP network.

TSP’s must advertise only CH registered addresses into
the CH network over the NNI-1a.

TSP’s must accept all Health IT network addresses
exposed over the NNI-1a.

Public IP 100Mbps, Layer-2 (Layer 3 aware) or Layer 3
Interconnection connectivity.

upports networks where traffic is not logically
(NNI-2) S ks where CH traffic i logicall

separated from other traffic.

CH traffic is secured through the use of tunnelling and
encryption as per the Authentication and Security
Framework.

TSP’s must advertise only CH registered addresses into
the CH network over the NNI-2.

TSP’s must accept all Health IT Network addresses
exposed over the NNI-2.

' The IPv4 requirement here reflects the initial implementation of the CH architecture. Consistent with that
architecture IPv6 will be adopted at a future time.
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The NNI-1 is an interface reserved for the interconnection of private TSP IP domains. The NNI should
ensure the integrity of the transfer of traffic and management functions across the interface, from a
performance, security and quality perspective.

The NNI-1a is used where the TSP provides their service over a private network, but relies on another TSP
or TSPs to provide connectivity to the Points of Interconnect. The specific requirements for the NNI-1a
would be negotiated between TSP’s (TSP Y and X in the below diagram) to ensure the end to end
performance criteria can be achieved.

The NNI-2 is an interface reserved for VPN/Proxy termination. The NNI provides termination of VPN
sessions and tunnels from public IP end-points to the CH network, for routing of traffic to other NNIs or
UNIs. NNI-2's must be connected to all POI via a private TSP.

Figure 1: Typical CH network of networks topology, with UNI to UNI service achieved via multiple
IP networks interconnected by multiple NNI links.

-~

e - ‘ f—
‘@% ‘ R : s Connected g v
" UNI45s UNI 4-5's S UNI 4-5' 1 ,nteHriilrt]:ect ; on 4o
e Private Network
l ﬂ %@‘ w\/”
) TSP “Y
. UNI45's
 S— UNI 4-5's
UNI 4-5's -
A e Connected
| @ w Health
J - Interconnect R
UNI 4-5's
@ T Private Network Private Network
“ ”» “ ”
- TSP “X TSP “Z
UNI3 s —
. Connected ‘ (‘
=X, Health | )
1 L " Interconnect . UNI4-5
e o UNI2 O ' :
(5o
' PublicNetwork L oo viess A
TSP “A” Hhalaihis e UNI4-5's

Connected Health — a “network of networks”

The CH “network of networks” is made up of an integrated network of interconnected IP networks provided
by the Telecommunications Service Providers (refer Figure 1).

Each network has a number of certified CH UNIs connected to it. Public networks supports UNIs 0,1,2 and
3. UNIs 4 and 5 are supported by the TSPs private IP network, typically in the form of MPLS based VPNs.
The UNIs can be physically located anywhere within New Zealand.
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Two or more interconnection links provide connectivity between each network domain. The interconnection
links are defined as NNI-1. The specification for NNI-1 must be such that any traffic ingressing from any
UNI and egressing from any other UNI will satisfy all of the requirements of those UNIs. In other words, the
integrity of the end to end traffic will be maintained as the traffic traverses from one UNI to any other UNI
including any traffic transfer across network boundaries.

In Figure 1:

TSP X offers UNI, NNI-1a and NNI-2 connections to downstream customers/TSPs.

TSP Y only offers UNI connections and is connected to the CH network via an upstream private
TSP (X) which acts as a transit TSP for TSP Y.

TSP Z only offers UNI connections and has a presence at each POI.

TSP A only offers UNI 0-3 and transports traffic via VPNs into NNI-2 which is connected to TSP X
for routing over Connected Health.

Table-2 below details all the NNIs defined for CH. Adherence to the principle of open access and not
restricting access to other Telecommunication Service Providers or other CH members or services
connected by an UNI is Mandatory.

Table-2: Detailed NNI specifications

NNI-1

Minimum Requirements

Preferred Requirements

Private IP NNI. Boundary
between TSPs and Points of
Interconnect providing
interconnection for CH
Private IP traffic moving
between TSPs that are
providing Private IP services
to CH’'s members.

Therefore any UNI
connected participants must
be able to access all
services and users as
authorised by the user’s
access profile.

1Gbps, Layer-2 (Layer 3 aware) or
Layer 3 connectivity.

Each provider IP carrier network
interconnecting at a NNI must use
a unigue Autonomous System
Number (ASN),

Must only advertise CH registered
routes,

Each NNI connection must
exchange CH route table
information with all other partner
NNI(s) using a common
interconnection point,

NNI-1 will be implemented by the
TSP at all the CH private IP
interconnection points,

Interconnect traffic will be handled
in a non-discriminatory manner as
it traverses NNI-1,

It is up to the originating network
provider to ensure that traffic flows
are marked correctly, in
accordance with the CoS tags as
defined for the respective UNIs,

Quality of Service (QoS)markings
shall not be changed at the NNI
boundary,

No trans-coding shall be
undertaken at the NNI-1 boundary,

Each NNI-1 link must be

Meet or exceed minimum
requirements

NNI Specifications Draft V1.0 Final
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NNI-1

Minimum Requirements

Preferred Requirements

dimensioned to accommodate the
aggregate traffic flowing across the
link from all UNIs using the given
link, including the breakdown of
traffic into aggregate CoS streams,

Abides by the Telecommunication
Carriers Forum (TCF) codes of
practice.

NNI-1a

Minimum Requirements

Preferred Requirements

Private IP NNI. Boundary
between regional and transit
TSPs, providing
interconnection for CH
Private IP traffic moving
between TSPs that are
providing Private IP services
to CH’s members.

Therefore any UNI
connected participants must
be able to access alll
services and users as
authorised by the user’s
access profile.

100Mbps, Layer-2 (Layer 3
aware) or Layer 3 connectivity,
Each provider IP carrier network
interconnecting at a NNI must use
a unigue Autonomous System
Number (ASN).

Must only advertise CH registered
routes,

Must provide universal connectivity
to CH network,

It is up to the originating network
provider to ensure that traffic flows
are marked correctly, in
accordance with the CoS tags as
defined for the respective UNIs,

Quality of Service markings shall
not be changed at the NNI
boundary,

No trans-coding shall be
undertaken at the NNI boundary,
Each NNI-1a link must be
dimensioned to support the end to
end QoS budgets of all traffic
streams flowing across the NNI,
Abides by the TCF codes of
practice.

Preferred requirements to be
agreed between
interconnecting parties.

NNI-2

Description

Minimum Requirements

Preferred Requirements

VPN Termination NNI
providing termination of
VPN sessions and tunnels
from end-points to the CH
network, for routing of traffic

>100 Mbps Tunnelled Layer- 2 or 3
connectivity,

Only “encryption domain” routes
can be advertised into the CH

Meet or exceed minimum
requirements

NNI Specifications Draft V1.0 Final
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NNI-2

Description Minimum Requirements Preferred Requirements

to other NNIs or UNIs. network and must be CH

Provides a boundary registered,

between public networks NNI-2 providers must ensure that

and the CH environment. these interconnection points

connected participants must | Performance, security and

be able to access all throughput requirements,

services and users as NNI-2 providers are responsible

authorised by the user’'s for providing all encryption

access profile. equipment and credentials,
Abides by the TCF codes of
practice.

3.2 Routing Policy

3.2.1 NNI-1
When peering with the POI route servers the following policies apply (NNI-1).

Providers,

Must only originate their assigned CH routes.

Must advertise their CH assigned summary route at all POI.

Must advertise summary routes with consistent metrics at all POI.
Must accept all routes advertised to them from the CH route servers.

May use public or private Autonomous System numbers (AS(N)). Private AS(N) numbers will be
assigned by the CH network if required.

Are free to advertise routes which are a subset of their CH assigned routes to any of the POI.
Transit TSPs must advertise their client TSP summary routes at all points of interconnect.

3.2.2 NNI-1a and NNI-2
When peering between providers (NNI-1a and NNI-2)

Providers

Must only originate their assigned CH routes.

Must accept all routes advertised to them.

May use public or private AS numbers. Private AS numbers will be assigned by the CH network.
Are free to advertise routes which are a subset of their CH assigned routes at any of the NNIs.
Down stream providers must advertise their CH assigned summary route at all NNI's

Upstream (Transit) providers must advertise either a default route, the CH network summary
route, or all discrete CH network routes (or a combination) to their downstream TSP’s.

Providers may negotiate between themselves the metrics used to determine path selection.

3.2.3 CH routing policy

The CH network is initially expected to utilise “Hot Potato” routing and the CH route servers may
manipulate metrics in an effort to enforce this routing policy.

NNI Specifications Draft V1.0 Final Page 9 of 24
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3.3 Performance requirements for NNI-1

Business
Requirements

Service Level

Industry Best
Practice

The network must incorporate design and configuration characteristics in
line with generally accepted industry best practice.

Auditing

As part of maintaining the CH accreditation, TSPs may be subject to
audit by CH or an assigned agent.

Fit for Purpose

The provider warrants that the network, including CLNE, is appropriate
and suitable for the business objectives outlined in the CH architecture.

Scalability

The deliverables are to incorporate a flexible architecture with scalable
capacity to support changing requirements and new applications or
services that CH may choose to deploy to the network. The network has
been scoped to allow for those applications detailed under the “Fit for
Purpose” business requirement above, to function at the sites within the
network performance as detailed below.

Reporting

The provider will provide:

Live reports — Live reports are online reports based on actual data that
is typically refreshed every 5-15mins (i.e. “near real time” reports). Live
reports include:

Utilisation (Measured at Interfaces, CoS Queues and CLNE);
Traffic (Throughput, average packet size, packet discards);
CoS/QoS performance (Latency, Jitter and Packet Loss); and

CLNE health (Port up/down status, traffic level, utilisation and
error rate).

Static reports — Static reports are paper reports based on actual data
that has been accumulated over a defined period of time (i.e.
“historical” reports). These reports compare actual data with service
targets (i.e. one means by which CH can measure service level
targets). Static reports include:

Faults (Fault restoration times vs. service targets); and
Availability (overall availability vs. service targets).

Security

The provider warrants that any data passed over any network boundary:

Will not modify any part of any information payload passed over
the network except by agreement with CH; or

Will not be passed to or become accessible to any non CH third
party without express written permission from CH.

Monitoring Access

The provider will provide to CH or its assigned agent, Simple Network
Management Protocol (“SNMP”) read-only access to all CLNE devices
for network management system(s) as part of the accreditation audit and
to assist in problem resolution as required.

Network Help Desk

A network help desk will answer telephone calls from CH approved
people on a 24 hour — 7 days basis and will log information relevant to a
fault or other details relevant to the service required by CH.

NNI Specifications Draft V1.0 Final
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Availability, Monitoring and Restoration

Service Delivery —
All Sites

Monitoring Hours:

24 hours x 7 days

The hours during which infrastructure
monitoring systems are operational.

Alarm Notification:

Within 45 minutes of alarm
occurrence

The elapsed time between a service
impacting alarm or an event occurs and
CH being notified that it has occurred and
is being investigated.

Response Time :

30 minutes for Severity 1
Faults

Otherwise, 60 minutes

The elapsed time during agreed service
hours between the provider receiving a
call from CH or alarm occurrence and the
provider commencing restoration work.
An estimated restore time is to be
provided if known.

Initial Restoration Update:

30 minutes for Severity 1
Faults

Otherwise, 60 minutes

The elapsed time during agreed service
hours between the provider receiving a
call from CH or alarm occurrence and CH
being notified that initial diagnosis is
completed. An estimated restore time is
to be provided.

Progress Updates:

Hourly or as agreed

Progress updated on the status of service
restoration activity.

Remote Service Restoration:
80% within 2 hours

Otherwise 4 hours

The elapsed time during agreed service
hours between the provider receiving a
call from CH or alarm occurrence and CH
being notified that service is restored to
the defined levels without a site visit.

Planned Outage Notification:

5 business days

Prior notice of planned maintenance that
could cause service outage. If the
provider notifies CH that such planned
maintenance is scheduled outside CH’s
normal maintenance window then CH
may withhold consent (acting reasonably)
for such planned maintenance to proceed
at those times. If the provider undertakes
the planned maintenance irrespective of
CH'’s failure to consent, any such planned
maintenance will be measured against
the provider’s availability service levels.

Exception Reports:

Within 7 business days of the
end of each month

Exception reports are defined in,
Responsibilities, “SLA
Monitoring/Reporting”.

Incident Reports:

Draft Report — Within 24
business hours of incident
logging

Final Report — Within 3

business days of incident
closure

Incident reports are defined in,
Responsibilities, “Incident
Escalation/Reporting”.

NNI Specifications Draft V1.0 Final
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Availability (per The service is available for CH use and functioning in accordance with the
Link) product definition against the following performance targets:
Metro: 99.9%
Rural: 99.8%
Cumulative service unavailability
Time Period (based on total outage minutes per month)
Metro sites (99.9%) Rural Sites (99.8%)
Calendar month 43 minutes per site. 86 minutes per site.
Geographic Areas New Zealand Locations
Metro Within 30 kilometres of the centre of Auckland, Hamilton, Rotorua, Tauranga,
New Plymouth, Napier, Wellington, Palmerston North, Nelson, Christchurch and
Dunedin
Rural All other New Zealand locations

NNI Specifications Draft V1.0 Final Page 12 of 24
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3.4 Performance Measurement

All CH certified SLAs are measured against the CH UNI and not the Service Provider UNI (in the case of
UNIs 0-2, the service provider and CH UNIs are the same).

Where a TSP (either public or private) obtains transit to an NNI, the transit network is included in the TSP’s
performance boundary. This is illustrated in Figure 2. .

Figure 2: The CH User-to-Network Interface and end  to end performance.
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3.5 Quality of Service Budgets

The End to End performance budget of a circuit can be broken down into 3 parts. As well as each end of
the circuit (UNI) having its own budget (which is separately defined in the UNI specification), the
Interconnection points themselves will be assigned a budget. The interconnect budget is an allowance for
transport between any of the interconnect points.

This is illustrated in the diagram below as the TSP transit budget.

Figure 3: Performance budgets

4——UNI Performance Budget——»

< Connected .
1 1 Health
-, Interconnect :
E UNI 4-5's N -

” Connected .
Health UNI 4-5's
. Interconnect

Private

- Connected
1 Health
- Interconnect :

Note: Budgets are always defined in a uni-directional manner i.e.: they are specified between the sender
UNI and the receiver UNI. In some cases, the measured metrics in one direction will differ greatly from the
return path. This may be because of asymmetric circuit rates or asymmetric routing. All paths in any
direction must comply with the Quality of Service performance budget.
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3.5.1 TSP Transit budget

The interconnect, or TSP transit budget is measured between each of the interconnect points, using for
example SLA monitors placed within each interconnection point, and is the responsibility of the TSP
providing the transit.

The following table describes the QoS budgets allowed within and between the interconnection points
(sender to receiver) and shall be measured over each calendar month in accordance with the
recommendations found in ITU-T Y.1541 The CH POI themselves are not factored in these budgets as
they are expected to have a negligible impact on performance.

Table 3: Network performance under normal operating conditions (99.9% of calendar month)

Real Time Interactive Best Effort
IPTD (Latency) 15ms 20ms 20ms
IPDV (Jitter) 2ms 5ms 5ms
IPLR (Loss) 0.1% 0.1% 0.5%°

Although the Interactive and Best Effort classes have the same performance metrics, this is more a
reflection of high performance IP networks, rather than a specific requirement.

3.5.2 UNI budget

The UNI budget is measured to the closest interconnect point as nominated by the providing TSP. This
could be measured using the UNI CPE as responders to a SLA monitor. However, “hardware” time
stamping and clock synchronisation would be required to get accurate one way metrics.

UNI and interconnect budgets are subject to review from time to time. One reason for this might be the
addition of further interconnect points, especially if they are further north of Auckland or further south of
Christchurch.

Where a public or private network is connected to the CH network via a private network, the budget
allowance for the UNI is still measured to the closest interconnect.

3.6 Quality of Service Classification

CoS Usage Type DSCP Binary Dec
Queue
Reserved Nc2/cs7 111000 56
Ncl/cs6 110000 48
Realtime IP Voice Ef 101110 46 Preferred
Csb 101000 40 Preferred NNI-1
Interactive Af41 100010 34 Preferred
Video Af42 100100 36 Supported
Af43 100110 38 Supported
Cs4 100000 32 Preferred
Interactive | Interactive data: Cs3 011000 24 Preferred
Af31 011010 26 Preferred NNI-1

NNI Specifications Draft V1.0 Final
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CoS Usage Type DSCP Binary Dec
Queue
Af32 011100 28 Supported
Af33 011110 30 Supported
Cs2 010000 16 Supported
Af21 010010 18 Supported
Af22 010100 20 Supported
Af23 010110 22 Supported NNI-2
Best Effort Data: Afll 001010 10 Supported
Af12 001100 12 Supported
Af13 001110 14 Supported
Csl 001000 8 Supported
Be 000000 0 Preferred

3.7 Performance Diagram for Differentiated Quality =~ of Service: Real time, Interactive
and Best Efforts
The diagram below illustrates the various components in the end to end budget, and where they are

measured. The diagram assumes “Hot potato” routing, i.e. TSP’s will tend to deliver traffic to the closest
interconnection point.

Budgets used in the examples may not reflect the actual budgets for a service but are used for illustration
purposes only. They are based upon version 1.8 of the UNI spec.

Figure 4: An example of end to end performance budg et allocations by best efforts Quality of Service
category and UNI’s.

Connected
Health
Services

UNI X 1

The above diagram illustrates a UNI 0-3 to UNI 4-5 customer connection, and the table below shows how the
latency budget for best effort (for example) are assigned.

NNI Specifications Draft V1.0 Final Page 15 of 24
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UNI X UNI Y “A” “B” “C”
budget budget budget
0,1 400ms 20ms 100ms
0,1 5 400ms 20ms 100ms
2 4 400ms 20ms 100ms

This is an example based on the NNI 2 UNI 0-3 provider connecting to an NNI 1 via UNI 4-5 to access CH
services or other UNI connected consumers. It is expected that the budget allocations for device to carrier,
across TSP, etc will reflect the physical delivery used.

Figure 5: An example of end to end performance budg
of Service categories and UNI’s.

et allocations for interactive and real-time Qualit vy

The above diagram illustrates a UNI 4-5 to UNI 4-5 customer connection, and the table below shows how the
latency budget for interactive (for example) are assigned.

3.7.2 Interactive class examples

UNI X UNI Y “A” “B” “C”
budget budget budget
4 5 50ms 20ms 25ms
5 5 25ms 20ms 25ms

NNI Specifications Draft V1.0 Final
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3.7.3 Real time class examples

UNI X UNI'Y “A” “g” “C”
budget | budget | budget

20ms 15ms 10ms

S 5 10ms 15ms 10ms

3.7.4 Assumptions
That there will be no more than two NNI transversals for any CH connection

The performance characteristics are loosely based on international standard ITU-T Y.1541 for End
to End Qo0S. However it is recognised that New Zealand’s size allows for tighter budgets.

3.8 Requirements CH Products to Deliver Agreed QoS.

Admission control is a challenging issue for any IP network. Admission control will be the subject of further
work within the CH Architecture Frameworks

3.9 Roles and Responsibilities

This table describes the different classes of organisation that exist within the CH community, along with the
services that they must provide or consume and any rules that govern their operations. In reality
organisations may provide services from more than one organisational category listed below.

Description Example Minimum Services Mandatory Accreditation
services consumed | Requirements
provided
Consumer
Consumes DHB, PHO, None UNI 0-5 Comply with the Health Information
applications NGO, GP Security Framework.

and services

Retail Telecommunications Service Providers

Provides UNI TelstraClear, | UNIs, NNIs NNI To be accredited as a CH TSP the
and NNI Gen-l, FX 24*7 Tier 1 help organisation must:

Netvv_orks, desk, customer . Have NNI-1's connected to
Kordia, o !

billing, SLA each POI or, obtain transport
Vodafone !

reporting to each POI.

Support at least one certified
UNI and either an NNI-1 or
and NNI-2 as appropriate to
the UNI types supported,

Be a registered network
service provider as defined
under the Telecommunications
Act 2006

Abide by the
Telecommunication Carriers
Forum code(s) of practice
Be signed up to the IP
interconnection Code of
Practice.
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Not restrict who their users
can access or who can access
their users within the CH
environment.

Any TSP supporting UNI-4 or UNI-5
must support an NNI-1 and either
connect to all defined CH POI, or
use the NNI-1 to connect to an
accredited Transit TSP, which by
definition connects to all defined CH
POI

To be able to be accredited to
provide UNI 1-3 products the
service provider must support an
NNI-2 connection to CH to ensure
termination of the VPN tunnels and
the NNI-2 must be connected to at
least one CH NNI-1

(ASP)

Application Service Provider

Provides MOH, DHB,

applications Vivid
Solutions,
ASPX.

UNI 3-5
connecting to a
TSP network.

Application
appropriate
help desk,
customer
billing, SLA
reporting

UNI 3-5
connection.

To be a CH Accredited ASP the
organisation must utilise a UNI 3-5
connection connected to the CH
network to expose their service to
users of the CH Network.

The ASP may also make available
their service to their customers via
the Web within the requirements for
health information sharing which
would allow connection outside of
the CH environment, such as
access to the general public.

If a product is certified as a national
service it must provide appropriate
resiliency

4 Examples

4.1 Example illustrating the difference roles and r

and an ASP

esponsibilities of a CH Retail TSP

Organisations can provide both TSP UNI's and ASP but these will be certified separately and to receive
such, adherence to the mandatory requirements specified in sections 2 and 2.5 will be required.

Application Service Provider

Figure 5 below illustrates an organisation acting as an accredited CH Application Service Provider and
exposing its service via a TSP UNI 3,4 or 5 to CH Network users. The ASP boundary of responsibility is

indicated by the dotted line.
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Figure 6: Application Service Provider boundary of responsibility
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This diagram illustrates the differences between an organisation acting as an accredited CH Retail TSP
and organisations providing certified products. Organisations can provide both types of services but will be
certified separately.

Retail Telecommunication Service Provider: UNI O - 3

Figure 7 below illustrates an organisation acting as an accredited CH Telecommunication Service Provider
providing UNI 0-3's. It indicates the provision of VPN/Proxy Termination by a NNI 2 and the routing of
traffic and interconnecting to other TSP provider users by a UNI 4 or 5 and via the corresponding NNI 1.
The TSP boundary of responsibility is indicated by the dotted line.

Figure 7: Telecommunication Service Provider: UNI 4 -5 boundary of responsibility
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Retail Telecommunication Service Provider: UNI 4 — 5

Figure 6 below illustrates an organisation acting as an accredited CH Telecommunication Service Provider
providing UNI 4 or 5's and interconnecting to other TSP providers by NNI 1's. The TSP boundary of
responsibility is indicated by the boxed line.

Figure 8: Telecommunication Service Provider: UNI 4 -5 boundary of responsibilit y
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Appendix 1: Definitions

Term

Definition

802.1p

How priority values are mapped into the header of tagged Ethernet frames. Untagged
Ethernet frames do not support priority tagging.

Accreditation

An organisation approved by the CH Management Entity to provide Certified products
and services to CH consumers.

Application
Service Provider

ASP - An accredited organisation that provides certified products and services to users
of the CH network.

AS(N)

Autonomous System (Number) - within the Internet, an autonomous system (AS) is a
collection of connected IP routing prefixes under the control of one or more network
operators that presents a common, clearly defined routing policy to the Internet.

Binary In digital systems, the data packet used to define bandwidth or throughput is the binary
bit or byte (a byte being 8 bits) bandwidth is typically defined as bits per second (Bit/s)
or bytes per second.

CBD Sites All CH sites within the central business district of metro areas, excluding managed
diversity Metro Sites.

Certification A product or service approved by the CH Management Entity as fit for purpose and

suitable for use by CH consumers.

CH Network of

The CH network of networks is comprised of networks provided by Accredited

Networks Telecommunication Service Providers. The TSP networks are interconnected by NNI-1
connection points.

Consumer A person or organisation that utilises CH products or services to undertake their
business activities.

CLNE Customer Located Network Equipment located at site.

Customer billing

The capability to bill customers and associated customer service functions.

DSCP

Differentiated Services Code Point (DSCP) is a 6-bit field in the header of IP packets
for packet classification purposes.

DHB District Health Board.

Hot Potato The practice of forwarding packets destined for another AS via the closest Point of

Routing Interconnect. Return packets are treated in the same way, often leading to asymmetric
routing.

IPDV IP packet delay variation. A measurement of Jitter as described in ITU-T Y.1541.

IPTD IP Packet Transfer Delay. A measurement of network latency as described in ITU-T
Y.1541.

IPLR IP packet Loss Ration. A measurement of packet loss as described in ITU-T Y.1541.

Jitter An unwanted variation of one or more characteristics of a periodic signal in
telecommunications, also known as Delay Variation.

Latency Communication lag or latency, the time taken for a packet of data to be sent by an
application, travel and be received by another application, also known as Transfer
Delay.

Layer 2 Layer 2 is the ‘data’ level in OSI (Open Systems Interconnection) 7-layer model. In very

basic terms: layer 1 is the physical cable connection; layer 2 adds transmission error
detection, while layer 3 adds packet routing/error correction/congestion control. Layer 2
is a non-managed service.
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Term

Definition

Layer 3

Layer 3 is the network layer is the third layer of the OSI model. Layer 3 is responsible
for end-to-end (source to destination) packet delivery, whereas layer 2 is responsible

for node to node delivery. Layer 3 is typically associated with routing. Layer 3 services
are often referred to as ‘managed services'.

Layer 3 Aware

NNI provides 1 or more intermediatory layer 3 hops between the POI and the UNI. In
respect to the POI there may exist 1 or several layer 3 next-hops, reachable over a
layer 2 network.

Layer 3 NNI provides 1 or more intermediatory layer 3 hops between the POI and the UNI. In

Connectivity respect to the POI there exists only 1 layer 3 next-hop, reachable over a layer 2
network. The next hop is electrically or optically connected directly to the POI.

Loss Ratio The proportion of packets which are lost while transiting a network connection. (see
also Packet Loss).

Metro Within 30 kilometres of the centres of Auckland, Hamilton, Rotorua, Tauranga, New
Plymouth, Napier, Palmerston North, Wellington, Nelson, Christchurch and Dunedin.

Metro Site All CH sites within Metro Areas, excluding CBD sites and managed diversity Metro
Sites.

MPLS based Virtual Private Networks using MPLS tagging, rather than for example encryption

VPN'’s and/or IP tunnels to provide traffic separation.

NGO Non Government Organisation.
Often a not for profit organisation providing community based healthcare services.

NNI Network to Network Interface, connecting two TSP networks together (NNI 1) or
terminating the VPN tunnels on the CH Network (NNI 2)

Packet A formatted unit of data carried by a packet mode computer network

Packet Loss

Occurs when one or more packets of data travelling across a computer network fail to
reach their destination.

Service (QoS)

PHO Primary Health Organisation.
POI Points of Interconnect. Common neutral points for interconnecting providers.
Quality of Refers to resource reservation control mechanisms rather than the achieved service

quality. Quality of service is the ability to provide different priority to different
applications, users, or data flows, or to guarantee a certain level of performance to a
data flow

Retail TSP

This is the Telecommunications Service Provider that is providing the connectivity
services to the consumers. A retail TSP may purchase network capacity from multiple
wholesale providers.

Service Level

Service Level Agreement (SLA) is a part of a service contract where the level of

(SLA) reporting

Agreement service is formally defined.

(SLA)

Service Level The provision of reports comparing the actual performance to the agreed service levels
Agreement to CH.

Simple Network

Forms part of the internet protocol suite as defined by the Internet Engineering Task

Management Force (IETF). SNMP is used in network management systems to monitor network-
Protocol (SNMP) | attached devices for conditions that warrant administrative attention.
TCF Telecommunication Carriers Forum.

NNI Specifications Draft V1.0 Final Page 22 of 24




Connected Health

NNI Specifications

Term Definition

Tier 1 helpdesk | This is a help desk that can receive calls from Consumers and will manage the
resolution of the call.

Transit Providing transport of traffic where both endpoints do not reside on the transiting
network.

UNI Connectivity solution, complying with the CH specifications and certified by CH.

Utilisation The proportion of the system's resources which is used by the traffic which arrives at it.

VPN tunnel Virtual Private Network Tunnel.

NNI Specifications Draft V1.0 Final Page 23 of 24




Connected Health

NNI Specifications

4.2 APPENDIX 2: RELATED DOCUMENTS

This specification forms part of a wider set of specifications and should not be read in isolation. This
document informs and is informed by:

CH Architectural Framework and supporting specifications:
UNI Specification
S| Specification
Health Information Security Framework
International Standards
BUBA specification
ITU-T Y.1541

HSPA & 3GPP specifications "3GPP " covers all GSM (including GPRS and EDGE) and W-CDMA
specifications

Telecommunication Carriers Forum and IEEE regulatory framework
Reference documents

MIT Interprovider QoS Whitepaper - http://cfp.mit.edu/docs/interprovider-qos-nov2006.pdf

NNI Specifications Draft V1.0 Final Page 24 of 24



