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1 Introduction

This document details the technical specifications for the User-to-Network (UNI) class 0 to 5 interfaces
described in the Connected Health Architectural Framework v1.0.

The specifications define a set of minimum and preferred characteristics for each of the interface classes
outlined in the framework.

These specifications will form the baseline requirements for the definition of a set of standardised
Connected Health certified access products. These are intended to be used by the Connected Health
Industry Forum to finalise the product standards to be used by telecommunications providers for
developing their own specific certified Connected Health product sets.
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User to Network Interface Specifications

As per the Connected Health — Architectural Framework document, the following is a table of the User-to-
network (UNI) classes defined. The technical specifications for each of these UNI's are defined in
sections 2.1 to 2.6.

Class

Description

Minimum Requirements

UNI-0

Public UNI — Basic Public
Internet access

This is a basic public internet access specification whereby
connection will be established via authenticated VPN’s terminating
at a Connected Health NNI-2. This is a single PC user (not on a
LAN) connecting to a browser based application (http), such as
the Ministry of Health’s Secure Portal, a form based service such
as the ACC 45, web based email, or alternatively Connected
Health applications (non-browser based), such as HL7 messaging
and legacy applications.

UNI-1

Public UNI — Public
Internet

This is a basic public internet access specification whereby
connection will be established via authenticated VPN’s terminating
at a Connected Health NNI-2. It is a single PC user or a small
LAN connecting to a browser based application (http or https),
such as the Ministry of Health’s Secure Portal, a form based
service such as the ACC 45, web based email or alternatively
Connected Health applications (non-browser based), such as HL7
messaging and legacy applications.

Alternatively, each PC connected to the LAN could be individually
authenticated by GLS such that it can operate in equivalent mode
to that of UNI-O.

UNI-2

Public UNI — Mobile
Internet Access

UNI-2 is for mobile access to Connected Health using a public
Internet service over a mobile telephone connection specification
whereby connection will be established via authenticated VPN's
terminating at a Connected Health NNI-2. This is a single PC user
connecting to a browser based application (http or https), such as
the Ministry of Health’'s Secure Portal, a form based service such
as ACC 45 or web based email.

UNI-3

Public/Private UNI — Public
Internet with fixed VPN to
Connected Health Private
IP

This is a high speed symmetrical public internet access
specification whereby connection will be established via
authenticated VPN's terminating at a Connected Health NNI-2. It
is a small to medium sized LAN connecting to a browser based
application (http or https), such as the Ministry of Health’'s Secure
Portal, a form based service such as the ACC 45, web based
email or alternatively Connected Health applications (non-browser
based), such as HL7 messaging and legacy applications.

Alternatively, each PC connected to the LAN could be individually
authenticated by GLS such that it can operate in equivalent mode
to that of UNI-0.

This UNI uses multiple addresses due to possible internal LAN
based subnet/s.

UNI-4

Private UNI — Private IP

This is a high speed private network access single end-point IP
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address specification directly connecting to the Connected Health
private IP network via a fixed authenticated VLAN to an NNI. This
is a large LAN environment (with possible sub-networks) with
multiple users accessing both browser based (http), such as the
Ministry of Health’s Secure Portal, a form based service such as
ACC 45, or email and Connected Health based (non-browser
based) applications and services, such as HL7 messaging and
legacy applications.

This UNI will also support access to applications, services or
websites they chose to host.

UNI-5

Private UNI — Private IP

This is a high speed private network access multiple end-point IP
address specification directly connecting to the Connected Health
private IP network via a fixed authenticated VLAN to an NNI. It is
a large LAN environment (most likely with sub-networks) with
multiple users accessing both browser based (http), such as the
Ministry of Health’s Secure Portal, a form based service such as
ACC 45, or email and Connected Health based (non-browser
based) applications and services, such as HL7 messaging and
legacy applications.

This UNI will also support access to applications, services or
websites they chose to host for external parties to consume.
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Interface Considerations

For clarity purposes there are a number of considerations that should be understood as part of the
implementation of these specifications as follows;

Whilst using GLS for authentication as a requirement, the application of that needs to be
evaluated to determine the feasibility and practicality of this requirement. This will be facilitated
through the Connected Health management function.

During the process of transition, authentication at a network layer may not be seamless with
authentication at an application layer. Therefore a user may need to provide credentials twice to
authenticate within the same particular application.

CH prefers split-DNS functionality in every UNI device but will accept TSP recursive DNS
functionality for a transition period.

Connected Health

[\ 1

AN
{Keym |

Tablet or PDA PC

Figure 1: Typical Connected Health network of networks topology, with UNI to UNI service achieved via multiple IP
networks interconnected by multiple NNI-1 links.
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In Figure 1, there are four separate networks illustrated, being:
The Internet,
Connected Health as a ‘network of networks’,
TSP-1's Connected Health IP Network,
TSP-2’'s Connected Health IP Network.

Each network has a number of certified Connected Health UNIs connected to it. The Internet supports
UNIs 0-3. TSP-1 is supporting UNIs 4 and 5 and TSP-2 is supporting UNIs 4 and 5. The UNIs can be
physically located anywhere within New Zealand. One or more interconnection links provide
connectivity between each network domain. The interconnection links are defined as NNI-1 & 2 (refer to
Connected Health — NNI specification document in the latest version).

Looking more closely at any UNI, we see it consists of a standard service provider user-to-network
interface (SPUNI) plus a piece of Customer Located Network Equipment (CLNE or terminal) as
illustrated in Figure 2.

As indicated in Figure 2, the Connected Health certified UNI service consists of the SPUNI, plus the
CLNE or terminal which includes specific functions related to the certification of the Health certified
access service. The additional functionality typically relates to one or more of the following:

Security functions, including authentication and encryption,
Health specific network addressing,
Quality of service functionality.

In this regard, all Connected Health certified SLAs are measured against the Connected Health UNI
and not the Service Provider UNI (in the case of UNI's 0-2, the service provider and Connected Health
UNTI’s are the same).

Q

0

-
\

Connected g:)r\\’/i:eer g:;\\’/i:eer Connected
Health UNI UNI UNI Health UNI
< >
N0 UNI-4
/|
UNI -2 ~
UN or3 NS
//
N
Q
< >

Figure 2: The Connected Health User-to-Network Interface and end to end performance.

Appendix 1 has an overview of the various Use Cases that will apply to each UNI.
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2.1 UNI-O

Description — This is a basic public internet access specification whereby connection will be
established via authenticated VPN’s terminating at either a secure Connected Health web server (https)
or a Connected Health NNI-2. This is a single PC user (not on a LAN) connecting to a browser based
application (http), such as the Ministry of Health’s Secure Portal, a form based service such as the ACC
45, web based email, or alternatively Connected Health applications (non-browser based), such as HL7
messaging and legacy applications. Authentication is via the Government Logon Service (GLS) with
authorization via the CH authorization server.

The specifications for this UNI are as follows:

Attributes Minimum Preferred
Speed Range >0.5Mbit/s download >5Mbit/s download
>180Kbit/s Upload >0.5Mbit/s Upload
Class of Service - Availability P%csl;et Jiwer | Latency Availability | Packet | Jitter Latency
Best Effort loss
Best effort 99.7% Best effort 400ms
Service Type Encryption (128 bit minimum)
Device Network Application

Individual - -
Authentication Browser based Not Applicable Optional Mandatory
By Government log on services (IPSec, SSL, TLS | (SSL, TLS, client,

)éervice (GLS) angd client, etc) etc)

per user) Non-browser Not Applicable Mandatory
based services (IPSec, SSL, TLS Optional
client, etc)

IP Version IPv4 IPV6
No of Public IP Single IP address allocated by TSP
Addresses
Interconnection to .
other TSP UNI's Nearest available NNI 2
Service
Performance As per Appendix 2.
Targets

Notes:
1. All performance measures will be measured in a similar way to existing customer SLAs between the
customer premises and the TSPs network .

2. Speed/ throughput - 99.9% probability of providing to any provisioned End User a minimum downlink
average throughput of 32kbps during any 15 minute period on demand.

3. Network based authentication of IP address is not required.

4. Digital certificates will primarily be for authentication to applications and services rather than at a
network level allocated by an appropriately approved Connected Health Certification Authority.

5. How IPSEC is delivered, if offered, is up to TSP’s — for example, client software.
One encryption method is mandatory for traffic transported across the public IP network.
7.  SLAto be measured on the UNI local access only.
Page 8 of 36
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8. References BUBA specification & ITU Y1451 standard.
9. Appendix One figures 3 and 4 identify the Use Cases applicable to this UNI.
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2.2 UNI-1

Description — this is a basic public internet access specification whereby connection will be
established via authenticated VPN’s terminating at a Connected Health NNI-2. It is a single PC user or
a small LAN connecting to a browser based application (http or https), such as the Ministry of Health’'s
Secure Portal, a form based service such as the ACC 45, web based email or alternatively Connected
Health applications (non-browser based), such as HL7 messaging and legacy applications.

Alternatively, each PC connected to the LAN could be individually authenticated by GLS such that it can
operate in equivalent mode to that of UNI-O.

This UNI uses multiple addresses due to possible internal network subnet/s.

The specifications for this UNI are as follows:

Attributes Minimum Preferred
Speed Range >0.5Mbit/s download >5Mbit/s download
>180Kbit/s Upload >0.5Mbit/s Upload
Class of Service - Availability Packet| Jitter | Latency Availability Placket Jiwer | Latency
oss
Best Effort loss
Best effort 99.7% Best effort <400
ms
Service Type Encryption (128 bit minimum)
Device Network Application
Individual - -
Authentication Browser based Not Applicable Optional Mandatory
services (IPSec, SSL, TLS | (SSL, TLS client,
(By Government log on client, etc) etc)
service (GLS) and '
per user) Non-browser Not Applicable Mandatory
based services (IPSec, SSL, TLS Optional
client, etc)
Service Type Encryption (128 bit minimum)
Device Network Application
Site Authentication Browser based Mandatory Mandatory Optional
services
- L (IPSec, SSL, TLS
ggnal Certificate per client, etc)
Non-browser Mandatory Mandatory
based services (IPSec, SSL, TLS Optional
client, etc)
IP Version IPv4 IPV6
No of Public IP Multiple IP addresses, 1 allocated by TSP, Multiple static IP addresses, 1 allocated by
Addresses others allocated by Connected Health TSP, others allocated by Connected Health
Interconnection to .
other TSP UNI's Nearest available NNI 2
Service Performance As per Appendix 2.
Targets
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Notes:

1.

E

© ©® N o U

All performance measures will be measured in a similar way to existing customer SLAs between the
customer premises and the TSPs network.

Speed / throughput - 99.9% probability of providing to any provisioned End User a minimum downlink
average throughput of 32kbps during any 15 minute period on demand.

Network based authentication of IP address is not required.

Digital certificates will primarily be for authentication to applications and services rather than at a
network level.

How IPSEC is delivered, if offered, is up to TSP’s — client software or hardware device
One encryption method is mandatory for traffic transported across the public IP network.
SLA to be measured on the UNI local access only.

References BUBA Specification & ITUY1451 standard.

Appendix One figures 8, 9 and 10 identify the Use Cases applicable to this UNI.
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2.3 UNI-2

Description — UNI-2 is for mobile access to Connected Health using a public Internet service over a
mobile telephone connection specification whereby connection will be established via authenticated
VPN'’s terminating at a Connected Health NNI-2. This is a single PC user connecting to a browser
based application (http or https), such as the Ministry of Health’s Secure Portal, a form based service
such as ACC 45 or web based email.

The specifications for this UNI are as follows:

Attributes Minimum Preferred

>60kbit/s download >1.4mbps download
>40kbit/s upload >0.5mbps upload

Speed Range

Class of Service -
Realtime

Availability | Packetloss | Jitter | Latency

Availability | Packet Ioss| Jitter | Latency

99.7% <0.1% < < 20ms

Best effort 5ms

Class of Service - Availability | Packet loss | Jitter | Latency

Availability | Packet Ioss| Jitter | Latency

Interactive L 99.7% <05% | <50 | <100
ms ms

Class of Service - Availability | Packetloss| Jitter | Latency Availability | Packet loss | Jitter | Latency
Best Effort | | |

Best effort 99.7% Best Effort < 400ms

Service Type Encryption (128 bit minimum)
Device Network Application

Individual Browser based Not Applicable Optional Mandatory

Authentication services '
(IPSec, SSL, TLS (SSL, TLS, client,

(By Government log on client, etc) etc)

service (GLS) and
per user) Non-browser Not Applicable Mandatory
based services

(IPSec, SSL, TLS Optional
client, etc)
IP Version IPv4 IPv6
No of Public IP 1 IP address allocated by TSP
Addresses

Interconnection to

other TSP UNI's Nearest available NNI 2

Service Performance

Targets As per Appendix 2.

Notes:

1. All performance measures will be measured in a similar way to existing customer SLAs between the
customer premises and the TSPs network.

2. Speed / throughput - 99.9% probability of providing to any provisioned End User a minimum
downlink average throughput of 32kbps during any 15 minute period on demand.

3. Network based authentication of IP address is not required.
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Digital certificates will primarily be for authentication to applications and services rather than at a
network level allocated by an appropriately approved Connected Health Certification Authority.

How IPSEC is delivered, if offered, is up to TSP’s — for example, client software.
One encryption method is mandatory for traffic transported across the public IP network.

References HSPA & 3GPP specifications & ITUY1451 standard. The term "3GPP " covers all GSM
(including GPRS and EDGE) and W-CDMA specifications. The following terms are also used to
describe networks using the 3G specifications: UTRAN, UMTS (in Europe) and FOMA (in Japan).

Appendix One figures 6 and 7 identify the Use Cases applicable to this UNI.
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2.4 UNI-3

This is a high speed symmetrical public internet access specification whereby connection will be
established via authenticated VPN’s terminating at a Connected Health NNI-2. It is a small to medium
sized LAN connecting to a browser based application (http or https), such as the Ministry of Health's
Secure Portal, a form based service such as the ACC 45, web based email or alternatively Connected
Health applications (non-browser based), such as HL7 messaging and legacy applications.

Alternatively, each PC connected to the LAN could be individually authenticated by GLS such that it can
operate in equivalent mode to that of UNI-O.

This UNI uses multiple addresses due to possible internal network subnet/s.

The specifications for this UNI are as follows:

Attributes Minimum Preferred

>5Mbit/s download >10Mbit/s download

Speed Range >5Mbit/s upload >10Mbit/s upload

Service Quality

Class of Service - Availability | Packetloss | Jitter | Latency
Realtime
99.7% <0.1% <5 <20ms
ms
Service Quality Service Quality
Class of Service - Availability | Packet Ioss‘ Jitter ‘ Latency Availability | Packet loss | Jitter | Latency
Interactive
Best effort 99.7% <05% | <50 | <100ms
ms
cl f Servi Service Quality
ass of Service - — -
Availabilit Packet loss | Jitter | Latenc
Best Effort y y
99.7% Best effort < 400ms
Service Type Encryption (128 bit minimum)
Device Network Application
Ind'V'dual . Browser based Not Applicable Optional Mandatory
Authentication services
(IPSec, SSL, TLS (SSL, TLS, client,
(By Government log on client, etc) etc)
service (GLS) and '
per user) Non-browser Not Applicable Mandatory
based services .
(IPSec, SSL, TLS Optional
client, etc)
Service Type Encryption (128 bit minimum)
Device Network Application
Site Authentication Browser based Mandatory Mandatory Optional
igi ifi services
(Dlgltal Certificate per (IPSec)
site)
Non-browser Mandatory Mandatory
based services .
(SSL, TLS, etc) Optional
IP Version IPv4 IPv6
No of Public IP Multiple IP addresses
Addresses 1 allocated by TSP, others assigned by Connected Health
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Interconnection to

other TSP UNI's Nearest available NNI 2

Service Performance

Targets As per Appendix 2.

Notes:

1.

o

6
7.
8.
9

All performance measures will be measured in a similar way to existing customer SLAs between the
customer premises and the TSPs network.

Speed / throughput - 99.9% probability of providing to any provisioned End User a minimum
downlink average throughput of 32kbps during any 15 minute period on demand.

This is a symmetrical service offering.
Network based authentication of IP address is not required.

Digital certificates will primarily be for authentication to applications and services rather than at a
network level.

How IPSEC is delivered, if offered, is up to TSP’s — client software or hardware device.
One encryption method is mandatory for traffic transported across the public IP network.
SLA to be measured on the UNI local access only.

Reference EUBA/UNS specifications & ITUY1451 standard.

10. Appendix One figures 8, 9 and 10 identify the Use Cases applicable to this UNI.

11. To access some applications you may have to authenticate to the individual applications.
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2.5 UNI-4

This is a high speed private network access single end-point IP address specification directly
connecting to the Connected Health private IP network via a fixed authenticated VLAN to an NNI. This
is a large LAN environment (with possible sub-networks) with multiple users accessing both browser
based (http), such as the Ministry of Health’s Secure Portal, a form based service such as ACC 45, or
email and Connected Health based (non-browser based) applications and services, such as HL7
messaging and legacy applications.

This UNI will also support access to applications, services or websites they chose to host.

The specifications for this UNI are as follows:

Attributes Minimum Preferred
Speed R >5Mbit/s download >10Mbit/s download
peed kange >5Mbit/s upload >10Mbit/s upload
Class of Service - Customisable with multiple CoS options with selection of predefined customer CoS
Customisable profiles.

Service Quality

Class of Service - Availability | Packetloss | Jitter | Latency
Realtime
99.9% <0.1% <5 20 ms
ms
Service Quality Service Quality
Class of Service - Availability | Packet loss| Jitter | Latency Availability | Packetloss | Jitter | Latency
Interactive 99.7% | Best Effort <400 99.9% <05% | <25 | soms
ms ' ' ms

Service Quality

Class of Service - Availability | Packet loss | Jitter | Latency
Best Effort
99.9% <1.0% <50 100 ms
ms
Service Type Encryption (128 bit minimum)
Site Device Transport Application
Authentication Browser based Optional Optional Optional
(Digital Certificate per services
site
ite) Non-browser Optional Optional Optional
based services
IP Version IPv4 IPv6
No of Public IP Multiple IP addresses
Addresses 1 allocated by TSP, others assigned by Connected Health

Interconnection to

other TSP UNI's Nearest available NNI 1

Service Performance

Targets As per Appendix 2.
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Notes:

1.

10.

All performance measures will be measured in a similar way to existing customer SLAs between the
customer premises and the TSPs network..

Speed / throughput - 99.9% probability of providing to any provisioned End User a minimum downlink
average throughput of 32kbps during any 15 minute period on demand.

Network based authentication of IP address is not required.

Digital certificates will primarily be for authentication to applications and services rather than at a
network level.

How IPSEC is delivered, if offered, is up to TSP’s — client software or hardware device

All encryption methods are optional and encryption requirements over private networks need to be
agreed.

Private VLAN's and edge firewalls are mandatory.

SLA to be measured on the UNI local access only.

Reference HSNS Specs & ITUY1451 standard.

Appendix One figure 10 identifies the Use Case applicable to this UNI.
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2.6 UNI-5

This is a high speed private network access multiple end-point IP address specification directly
connecting to the Connected Health private IP network via a fixed authenticated VLAN to an NNI. Itis a
large LAN environment (with possible sub-networks) with multiple users accessing both browser based
(http), such as the Ministry of Health’'s Secure Portal, a form based service such as ACC 45, or email
and Connected Health based (non-browser based) applications and services, such as HL7 messaging

and legacy applications.

Connected Health

Connected Health

This UNI will also support access to applications, services or websites they chose to host for external
parties to consume.

The specifications for this UNI are as follows:

Attributes

Minimum

Preferred

Speed Range

>5Mbit/s download
>5Mbit/s upload

>10Mbit/s download
>10Mbit/s upload

Class of Service - Availability | Packet loss | Jitter | Latency
Realtime

99.7% <0.1% <5 10 ms

ms

Class of Service - Availability | Packetloss | Jitter | Latency Customisable with multiple CoS options with
Interactive selection of predefined customer CoS profiles

99.7% <0.5% < <25ms Availability will be greater than 99.95%

10ms

Class of Service - Availability | Packet loss | Jitter | Latency
Best Effort

99.7% <1.0% <50 <100

ms ms
Service Type Encryption (128 bit minimum)
Site Device Transport Application
Authentication Browser based Optional Optional Optional
(Digital Certificate per services
it
site) Non-browser Optional Optional Optional
based services

IP Version IPv4 IPv6
No of Public IP
Addresses 1 IP address assigned by Connected Health

Interconnection to
other TSP UNI's

Nearest available NNI 1

Service
Performance
Targets

As per Appendix 2.

Notes:

1.

All performance measures will be measured in a similar way to existing customer SLAs between the customer
premises and the TSPs network.
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11.
12.
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Speed / throughput - 99.9% probability of providing to any provisioned end user a minimum downlink average
throughput of 32kbps during any 15 minute period on demand.

Measurement of availability to be the average by connected health UNI per TSP over a 12 month period.
Network based authentication of IP address is not required.

Digital certificates will primarily be for authentication to applications and services rather than at a network level.
How IPSEC is delivered, if offered, is up to TSP’s — client software or hardware device

One encryption method is mandatory and encryption requirements over private networks needs to be agreed.
Multiple VLAN/CoS profiles to be supported.

Jitter description needs definition to ensure commonality of measurement by vendors

SLA to be measured on the UNI local access only.

Reference HSNS specifications & ITUY1451 standard.

Appendix One figure 10 identifies the Use Case applicable to this UNI.
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Overview

This table summarises the different use cases.

UNI

UNI-0

UNI-0

UNI-1

UNI-1

UNI-1

UNI-1

UNI-2

UNI-2

UNI-3

UNI-3

UNI-3

UNI-3

UNI-4

UNI-4

UNI-5

UNI-5

UNI-4/5

N/A

Authentication

Individual SSL

Individual IPSEC

Site Certificate SSL

Site Certificate IPSEC

Individual SSL

Individual IPSEC

Individual SSL

Individual IPSEC

Site Certificate SSL

Site Certificate IPSEC

Individual SSL

Individual IPSEC

Site Certificate

Site Certificate

Site Certificate

Site Certificate

Individual SSL

Service Type

Web based

Non web based

Web based

Non web based

Web based

Non web based

Web based

Non web based

Web based

Non web based

Web based

Non web based

Web based

Non web based

Web based

Non web based
DHB with Metro Area
Network

Public access - Web
based

Use Case

10

10

11

12
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Use Case 1: Single user accessing web based service  s.
In this use case a single user using a UNI — 0 connection accesses a web based service.

1. The User uses the Government Login Service (GLS) to enter their authentication details.

2.  The GLS confirms authentication with the Connected Health Authentication Service.

3. When authenticated by Connected Health, the user is then able to access the web based health
service, using HTTPS and SSL or other suitable client.

GLS Logon ——-
Connected
Health
e Authentication

UNI-0 SSL
Gt Connected
Health Meta
Directory
Client
-

Non Web
Based Health
Service

Figure 3: Single user accessing web based services.

Web Based
Health Service
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Use Case 2: Single user accessing non web based ser  vices.

Connected Health
Connected Health

In this use case a single user using a UNI — 0 connection with IPSec client accesses a non web based
service.

1.
2.
3.

The User uses the Government Login Service (GLS) to enter their authentication details.

The GLS confirms authentication with the Connected Health Authentication Service.

When authenticated by Connected Health, the user is then able to access the non web based
health Service. Using encryption via IPSEC tunnel using an IPSEC client, digital certificates will be
issued by a Connected Health certification authority.

GLS Logon

Connected

-~

UNI-0 SSL
Client

Client

Health
\ Authentication

Web Based
Health Service

Connected
Health Meta
Directory

Non Web
Based Health
Service

Figure 4: Single user accessing non web based services with IPSec Client.
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Use Case 3: Single mobile user accessing web based  services
In this use case a single user using a UNI — 2 connection accesses a web based service.

1. The User uses the Government Login Service (GLS) to enter their authentication details.

2. The GLS confirms authentication with the Connected Health Authentication Service.

3. When authenticated by Connected Health, the user is then able to access the web based health
Service, using HTTPS and SSL or other suitable client.

W GLS Logon '
Connected
Health
Authentication

-~

UNI-2 SSL 0

C

Connected
Health Meta
Directory

Non Web
Based Health
Service

Figure 5: Single mobile user accessing web based services.

Web Based
Health Service
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Use Case 4: Single mobile user accessing non web ba

sed services

Connected Health

Connected Health

In this use case a single user using a UNI — 2 connection with IPSec client accesses a non web based
service.

1.
2.
3.

The User uses the Government Login Service (GLS) to enter their authentication details.

The GLS confirms authentication with the Connected Health Authentication Service.

When authenticated by Connected Health, the user is then able to access the non web based
health Service. Using encryption via IPSEC tunnel using an IPSEC client, digital certificates will be
issued by a Connected Health certification authority.

GLS Logon

Client

Internet
www

Connected
Health
Authentication

Web Based
Health Service

Connected
Health Meta
Directory

Non Web
Based Health
Service

Figure 6: Single mobile user accessing non web based services.
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Use Case 5: Small Multi User Site accessing web bas ed services

In this use case multiple users connected to a LAN are authenticated by their site connectivity device to
the Connected Health network.

Health LANs can communicate with each other via encrypted traffic over the web using the Connected
Health meta directory.

In this use case multiple users connected to a LAN are authenticated by their site connectivity device to
the Connected Health network.

1. The Connected Health Authentication Service confirms the sites authentication.

2. When authenticated by Connected Health, the user is then able to access:
i. Web based services as an internet application
ii. Web based services as an intranet application.

3. Health LANs can communicate with each other via encrypted traffic over the web using the
Connected Health meta directory.

Figure 7: Multiple user site accessing Connected Health Services
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Use Case 6: Small Multi User Site accessing non web  based services

In this use case multiple users connected to a LAN are authenticated by their site connectivity device to
the Connected Health network.

Health LANs can communicate with each other via encrypted traffic over the web using the Connected
Health meta directory.

In this use case multiple users connected to a LAN are authenticated by their site connectivity device to
the Connected Health network.

1. The Connected Health Authentication Service confirms the sites authentication.

2. When authenticated by Connected Health, the user is then able to access non web based health
Service. Using encryption via IPSEC tunnel using an IPSEC client, digital certificates will be issued
by a Connected Health certification authority.

3. Health LANs can communicate with each other via encrypted traffic over the web using the Connected

Health meta directory.
s

Figure 8: Multiple user site accessing Connected Health Services
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Use Case 7: Small Multi User Site accessing web bas  ed services using individual
authentication.
In this use case a user connected to a LAN authenticates by individual logon to the Connected Health
network rather than their site connectivity device.

Health LANs can communicate with each other via encrypted traffic over the web using the Connected
Health meta directory.

1. The User uses the Government Login Service (GLS) to enter their authentication details.

2. The GLS confirms authentication with the Connected Health Authentication Service.

3. When authenticated by Connected Health, the user is then able to access the web based health
service, using HTTPS and SSL or other suitable client.

Figure 9: Multiple user site accessing web based services via individual authentication
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Use Case 8: Small Multi User Site accessing non web  based services using individual
authentication.

1. The User uses the Government Login Service (GLS) to enter their authentication details.

2. The GLS confirms authentication with the Connected Health Authentication Service.

3. When authenticated by Connected Health, the user is then able to access the non web based health
Service. Using encryption via IPSEC tunnel using an IPSEC client, digital certificates will be issued by
a Connected Health certification authority.
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Figure 10: Multiple user site accessing non web based services via individual authentication
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Use Case 9: Large Multi User Site accessing web bas  ed services

In this use case multiple users connected to a LAN are authenticated by their site connectivity device to the
Connected Health network.
1. The Connected Health Authentication Service confirms the sites authentication.
2. When authenticated by Connected Health, the user is then able to access:
I. Web based services as an internet application
II. Web based services as an intranet application
3. Health LANs can communicate with each other via encrypted traffic over the web using the
Connected Health meta directory.

Figure 11: Large Multi user site accessing Connected Health Services
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Use Case 10: Large Multi User Site accessing non we b based services
In this use case multiple users connected to a LAN are authenticated by their site connectivity device to the
Connected Health network.
1. The Connected Health Authentication Service confirms the sites authentication.

2. When authenticated by Connected Health, the user is then able to access the non web based health

Service. Using encryption via IPSEC tunnel using an IPSEC client, digital certificates will be issued
by a Connected Health certification authority.

3. Health LANs can communicate with each other via encrypted traffic over the web using the
Connected Health meta directory.

Figure 12: Large Multi user site accessing Connected Health Services
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Use Case 11: DHB with Metropolitan Area Network (MA  N).

The DHB is using Metropolitan Area Network (MAN) to provide a network to health practitioners within a
region. The DHB Networks then interface with other TSP networks and the internet by the
corresponding NNI connections. This allows users to access both web based and non web based
health services.

UNI - 4/5

— \ LAN

Transit TSP

LAN

Figure 13: DHB using Metropolitan Area Network (MAN)
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Use Case 12: Access of members of the public to web based services

Health Service Providers are using Metropolitan Area Network (MAN) or other TSP networks to provide
web based services to the public. These networks then interface with other TSP networks and the
Internet by the corresponding NNI connections. This allows members of the public to access web based
health services, available in DMZ of the corresponding health service providers (DHB, MOH, GP, etc).

.........
UNI - 4/5 N

| :
UNI - 4/5

(2 o]
UNI-4/5
DHB Network
Transit TSP

DMz

Figure 14: Access of members of the public to web based services.

Although this access is not covered in the UNI specifications, it shows the possible public access to
web based health services of health service providers via the internet.
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Classes of Service:

1.

Multiple CoS - Classes of Service are to be available in a number of pre-configured profiles and selected
custom profiles that set the proportion of each UNI allocated to each Class of Service. Customers will be
able to choose which of the available CoS profiles will be used for each UNI.

Real-time — optimised for applications involving real-time human interaction, multimedia interactions such

as interactive video or IP voice e.g. Mobile Surgery Services

3. Interactive — optimised for applications involving interactive input and response, such as human-to-PC
conversations, for example thin client (Citrix/Sun Ray), SNA, Telnet, H.323 signalling), streaming video
and Audio, Web browsing, Instant messaging

4. Best Effort

— for applications such as PC-to-PC transmission of files and objects, form based interactions

or structured and unstructured messaging that need fairly prompt delivery, e.g. database access, HL7
Messaging (pathology results, eReferrals), ACC and HealthPac Claiming, email, FTP downloads.

Service Performance Targets:

Service
Attribute

Attribute Definition

Service Target

1. Agreed service

The hours during which, if a customer call or monitoring

0700 to 1900 business days, or longer where

hours alarm indicates a fault, the TSP will commence restoration relevant Service Level Options are offered.
work.
la. Optional Extended hours during which, when a customer call or Option a: 0700 to 1900 x 7 days.
extended monitoring alarm indicates a fault, the TSP will commence

service hours

restoration work.

Option b: 24 hours x 7 days.

2. Call reception

The hours during which incoming telephone calls from
customers to the TSP Help Desk are accepted and
logged, and the call answering times.

Calls accepted 24 hours x 7 days and
answered within 20 seconds.

3. Monitoring
hours

The hours during which infrastructure monitoring systems
are operational.

24 hours x 7 days.

4. Proactive
Alarm
Notification

The elapsed time between a service-impacting alarm or a
major core network event occurring and the customer
being notified that it has occurred and is being
investigated.

Customer notified within 45 minutes (Manual) or
30 minutes (Automated) of alarm occurrence
during agreed service hours, or as otherwise
agreed.

5. Response

The elapsed time during agreed service hours between

Within 60 minutes of Call Reception or alarm

time Call Reception or alarm occurrence and the TSP occurrence during agreed service hours. An
commencing restoration work. estimated restore time is provided if known.

6. Initial The elapsed time during agreed service hours between Within 60 minutes of Call Reception or alarm

restoration Call Reception or alarm occurrence and the customer occurrence during agreed service hours. An
update being notified that initial diagnosis is completed. estimated restore time is provided if known.

7. Progress

Updates during agreed service hours on the status of

Hourly or as agreed.

updates service restoration activity.

8. Remote The elapsed time during agreed service hours between Within 4 hours, and 80% within 2 hours.
service Call Reception or alarm occurrence and the customer
restoration being notified that service is restored to the defined levels

without a site visit.
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change
completion

Provisioning/Change Request and the completion of that
request.

9. On-site The elapsed time during agreed service hours between NZ metro areas:  Within 6 hours
service Call Reception or alarm occurrence and the customer ) i
restoration being notified that service is restored to the defined levels NZ rural areas:  Within 8 hours
as a result of a site visit.
10. Billing enquiry The elapsed time during agreed service hours between Within 2 business days.
resolution reception of a billing enquiry and confirmation to the
customer of its resolution.
11. Planned Prior notice of planned maintenance that could cause a 5 business days.
outage service outage.
notification
12. Provisioning / The elapsed time between a customer logging a Receipt acknowledged within 2 business hours.
changte Prowstlonlng/(f:?r?ntge Reqltjest and the confirmed Committed Ready for Service Date advised
acceptance acceptance of that request. within 2 business days.*
13. Provisioning / The elapsed time between the confirmed acceptance of a

a. Remote Simple

Within 2 business hours

b.  Standard (with local access, no contract variation
required))

Within 3 business days

c.  Standard (with local access, contract variation
required)

Within 5 business days

d. Standard (with local no access, contract variation
required)
e. Complex

Within 21 business days (or on a defined date
and time)

As agreed
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Availability

A UNI access tail circuit is deemed unavailable when no data can pass to or from the End User
site during Agreed Service Hours, unless the outage was a planned outage, a force majeure
event, or a failure arising on the End User side of the UNI access demarcation point or on the
Service Provider side of the Handover Point.

The service is available for Connected Health use and functioning in accordance with the product
definition against the following performance targets:

UNI Availability Service Target
Metro 99.7%
Rural 99.5%

Note: Availability figure based on 7x7x7 service hours over a year (7am -7pm per day over 365
days).

3GPP

The 3rd Generation Partnership Project (3GPP) is a collaboration between groups of
telecommunications associations, to make a globally applicable third generation (3G) mobile
phone system specification within the scope of the International Mobile Telecommunications-
2000 project of the International Telecommunication Union (ITU). 3GPP specifications are based
on evolved Global System for Mobile Communications (GSM) specifications. 3GPP
standardization encompasses Radio, Core Network and Service architecture.

BUBA
Basic Unbundled Bitstream Access (BUBA) is a Telecom Wholesale service which allows service
providers to offer own-branded Internet-grade Broadband services to home and small enterprise
end-users, delivered over Digital Subscriber Line (DSL) access lines.

Class of Service (CoS)
Class of Service is a method of grouping application traffic into traffic classes and applying a
particular Quality of Service (QoS) to each traffic class.
Single Class of Service

A UNI is configured to provide only one Class of Service.

Multiple Classes of Service

A UNI is configured to provide more than one Class of Service.
Client Software

Software that resides in a user's desktop or laptop computer, PDA or cellphone.

Customer Located Network Equipment
The UNI end-point routers located onsite at a customer’s premises, also called the UNI
Terminating Equipment.

Dynamic Routing
On a site-by-site basis, the sending of routing updates from a UNI TSP NE to the customer’s
equipment and receives routing updates from that equipment.

Egress

The point where traffic is delivered to the customer from the TSP at the destination end after
carriage across the Connected Health network.

EUBA
Enhanced Unbundled Bitstream Access (EUBA) is the first in a new family of broadband services
delivered over Ethernet, and available where Telecom's ADSL2+ footprint has been rolled out.

Enhanced UBA offers a real-time channel dedicated for voice simultaneously with a second
channel to deliver a best-effort internet service.
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Functional Performance Targets

The targets that specify the network performance of UNI services, for example Latency, Jitter,
Packet Loss (as distinct from the Service Delivery Performance targets, which specify TSP’s
performance in the delivery of services, for example Service Hours, Restoration Time, etc).

HSNS

High Speed Network Service (HSNS) is an Ethernet-based layer 2 data access tail product that
allows service providers to extend their network reach or build their own business grade private
network product.

Ingress

The point where traffic is presented by the customer to the TSP at the source end for carriage
across the Connected Health.

Jitter (IP delay variation)

The difference (in milliseconds) between the minimum and maximum Latency. This is calculated
one-way over a 1 minute interval for 99% of equal-sized IP packets in a stream with randomly
varying arrival times.

Latency (IP packet transfer delay)

The absolute time (in milliseconds) from the time the first bit of an IP packet enters the customer
side of the ingress (source) UNI Terminating Equipment to the time the first bit of the same packet
exits from the customer side of the egress (destination) UNI Terminating Equipment.

NNI, Network to Network Interface
The interface specification agreed for the transfer of traffic between two network providers.
PC

Personal Computer, tablet or laptop computer used to connect to Connected Health Services
either via a network or by direct connection to the internet.

Quality of Service (QoS)

Quality of Service is the ability of a UNI to deliver a predetermined level of performance to an
application or a class or group of applications. This may include guarantees for maximum latency,
jitter, and packet loss.

Service End-Points

The physical demarcation points for UNI services, which are the physical ports provided on the
customer equipment.

SPUNI
Service Provider UNI

Static Routing

Routes across the UNI are pre-configured in tables in the CLNE during implementation. Routing
changes require the routing tables in every affected CLNE device and associated PE router to be
manually updated by TSP.

Sustained Data Rate (Throughput)

The maximum average rate data (in kilobits per second) for a given packet size that can be
sustained across a UNI connection while conforming to the specified functional performance
targets.

UNI - User to Network Interface

This defines the type of connection and performance characteristics of a users connection to
Connected Health Services

UNS
Unbundled Network Service (UNS) is a business grade, layer 2 data access tail product that

delivers a range of symmetrical access bandwidth options to an end-user site over an xDSL
copper line. The end-user is presented with an Ethernet interface.
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